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What is the worst 
fear of any business 
relying on digital 
systems and data?



OFFLINE
Unplanned downtime



1,200
Organizations hit 
with Ransomware 
in prior 12 months

Ransomware
Report



of organizations suffered at least 
one cyberattack in the 

preceding 12 months (up from 
76% in prior years)

85% 93%

of cyber-events, the criminal 
attempted to attack the 
backup repositories first 

16%

of organizations were able 
to recover themselves 

without paying (down from 
19% last year’s survey)

paid the ransom but could 
not recover data

21%

have plan to recover 
to cloud cloud-hosted 

infrastructure or DRaaS

71% 56%

of organizations run the risk 
of re-infection

of orgs lost at least some of 
their backup repositories 

during an attack

75%

of organizations use 
immutable 

cloud repositories

82%



Ransomware event frequency

15%

18%

27%

22%

11%

5%

1%

None One Two Three Four Five Six or more

85%
of organizations suffered at 

least one ransomware attack

More people (17%) suffered 
four or more attacks than had 

zero attacks (15%)

49%
of organizations suffered two 
to three ransomware attacks

How many ransomware attacks has your organization suffered in the last 12 months? (n=1,932)



Connectivity has consequences

Principle of assume breach



Understanding

Cyberattacks
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Understanding cyberattacks
Information is gathered 
on the victim’s people, 

processes and 
technology in play

OBSERVATION SNEAK IN

Gain access to the 
victim by sending 

phishing emails and let 
them click a link

Creating a base of 
operations and let’s 

make it redundant and 
highly available

BASE OF 
OPERATIONS

Snooping around without 
being detected and 

compromise higher value 
targets

ELEVATE ACCESS & 
LATERAL MOVEMENT

Alter routines, documentation 
and security systems to 

reduce/deny restore 
capabilities 

CRIPPLE 
RECOVERABILITY

Encrypt victim’s 
data, wipe 

archives/backup/data, 
issue ransom demands!

RANSOM
DECLARED

BACKUP MALWARE/TOOLS



Backups 

are

Target #1



3-2-1 Rule

Different copies

3
Offsite copy

1
No errors after backup 
recoverability
verification 

0
Offline, air-gapped
or immutable 

1
Different media

2



Trusted immutability 
to protect against 
backup data being 
modified or deleted

Offline, air-gapped
or immutable 

1



Backups are only 
as good as they 
are being verified!

No errors after backup 
recoverability
verification 

0



Stealing

the

Backups



Encryption
Protect against backup 
data being readable after 
being exfiltrated



Taking over

Control



Principle of 

Least Privilege



Segmentation
• Principle of least privilege.

• Secure by design.

• Know what is important.

• Know attack vectors.

• Strategic defense model.



The Easy

Route!



Patches & updates
Updates & upgrades

• Is it new functionality only?

• Is the old version going to be End of Support (EOS) or End of Life (EOL)?

Patches

• Is it a high-ranking security patch? (CVSS score 7.0 - 10.0) 

• Regular patch to fix a software bug affecting a function in the product?



Hide 

& 

Seek



36%

26%

14% 14%
10%

Network security or

monitoring tools

Endpoint or malware

detection tools

Storage or platform

management tools

A ransom was asked for/

was contacted by

attacker

Backup or BC/ DR tools

How did you first become aware that ransomware had entered 

your organization’s IT environment? (n=950)

How did you first discover the attack?



Backup Object Change Tracking



Veeam ONE ransomware detection

Possible ransomware
activity

Veeam ONE™
Alarms

Suspicious backup 
increment size

Unusual job duration



GAME

OVER!



Design 

for recovery



How to recover?

How fast would you be able 
to restore your business? 

<1 day <1 week
<1 month or longer?

Duration

Manual or automated 
recovery processes in 
place and in which order?

How

Which location have you 
designated for recovery? 
Going to the cloud, service 
provider or second 
datacenter?

Where



Recovery (Orchestration) plans

Dynamically restore VMware and/or Agent 

backups created by Veeam® Backup & 

Replication™. 

Define and establish RPO and RTO in 

alignment with business requirements.

Inject any number of in-guest 

operations or custom scripting.

Someone with a plan can beat 
a genius without a plan. Warren Buffet



The Report



DOWNLOAD:

Ransomware Trends Report 2023
Der Ransomware Trends Report 2023 ist der 
aktuellste und umfassendste Forschungsbericht in der 
Geschichte von Datensicherung und -verfügbarkeit 
und basiert auf den Erfahrungen von Opfern von 
Cyberangriffen. Die Befragung, die von einem 
unabhängigen Marktforschungsunternehmen 
durchgeführt wurde, umfasst 1.200 Unternehmen aus 
14 Ländern und damit Informationen zu fast 3.000 
Cyberangriffen.

Ressourcen

Content Library (Executive und Technical)

Allgemeine Informationen zu Ransomware          

Ransomware Assessment Kit
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