CROWDSTRIKE

Threat Hunting

Reloaded:
Sichtbarkeit + Kontext =
Proaktive Verteidigung

CrowdStrike Charlotte Al +
Vectra. Al Attack Signal Intelligence




We stop
breaches.

Protection that powers you




Al-enabled adversaries are accelerating...

Traditional Defenses Al Has Weaponized Speed Has Become Fragmentation Gives
Are Obsolete Deception at Scale the Ultimate Offense Adversaries the Advantage

in “interactive in Al accelerated :account
intrusion” techniques human manipulation takeover to ransomware : siloed tools cannot detect
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..intensifying the gaps between security teams and adversaries
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OPERATE WITH TAKE
RESPOND APPLY REASONING

Security must evolve

ADAPT EXPLAIN
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Charlotte Al
The brain of the
agentic SOC




Charlotte Al helps teams close the gaps.

Automate repetitive tasks, accelerate outcomes and free analysts to focus on high-impact work

Close labor gaps with instant clarity

Close speed gaps by activating
Al reasoning and action in
automated playbooks

Close skill gaps with expert-level
reasoning
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Accelerate Outcomes and automate high-value work
with Charlotte Al

SONIAVYS JNIL

ADAPT
CUSTOMIZE AND COLLABORATE f
AUTOMATE A Work Build, orchestrate
OFFLOAD INVESTIGATION & RESPONSE gentWorks | _ . cAl agents
securely
. Automate detection
AUGMENT A_?_e.ntlc triage and recommend
ACCELERATED INSIGHTS Nage | nextsteps
Multi-Agent | Seamlessly and
ASSIST e Dynamic incident Agentic Automate . Collaboration | securely )
INSTANT ANSWERS mapping and e e investigations with connect wit
Charlotte Al | (| maries P elite judgment ecosystem
agents during
investigations
Natural language c . Simplified and
. TR ommand-Line
Chat interactivity with Explanation degbfuscated Agentic Al-driven SOAR
Falcon data scripts Workflows | playbooks
Shareable prompt
Prompt books libraries to scale
knowledge Workflow Build Falcon Fusion
G ti workflows with plain-
eneration language prompts




Charlotte Al

Automatically analyze new detections,
obtaining:

- Triage verdict + confidence level
- Clear explanation
- Next-step recommendation

Why it matters:

« Save 5+ minutes per detection

« Apply the expertise of Falcon Complete
 Prioritize real threats

« Triage analysis does not consume
Charlotte Al credits

& Groupby ~

T Sortby Time: Newest tooldest ~ ][]

Time savings represents the amount of time an analyst would have spent triaging detections but can now use that time for other skilled work while Charlotte triages the detections. Individual results may vary based on

factors such as total alert volume.
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| Assigne.. £ | Resolution | status @ |Apr. 15, 2025 213711 Sl
@ suspicious domain replication Investigate ~  Actions v
Unassigned New
@ Overview ~
Unassigned New Name Detection 1D
— Suspicious domain replication 7 5ddb 0407 789751 0407bef2: :7a975f1797...
Unassigned New * Description
katyaisabelita performed domain replication from SPC-DESKTOP-KAT.
See related activities
Unassigned New
Severity Tactic & echnique
® High Credential Access via DCSync
Assigned o Resaluticn Status . Sartlima End time.
Salvador Pu.. True positive Closed " Apr. 15, 2025 21:38:11 Apr. 15, 2025 21:30:11
Unassigned New Contact Falcon Complete
Salvador Pul.  True positive Closed : @& Triage with Charlotte Al ~
[—— Eseslation priarity Vedict
t Escalate 239 False positive
Unassigned New
Verdict confidence Trisge status
" . Low Finished
Unassigned Reapened e
The detection labeled as "Suspicious domain replication” was identified as a false positive. This detection was triggered because a user executed a domain
raplication request, which is often d with the DCSync techni der the Credential Access tactic in the MITRE ATT&CK framework. The DCSync...
) T Was this triage useful? 5 &P = Report
See triage details from Charlotte Al
e B STEE 2
Unassigned In progress
- ) Assigned ta Stous
Unassigned New : Salvadar Pulido SE Demo Closed
— . true_positive
Unassigned New ot cormmants
0
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Charlotte Al

Autonomously investigate detections:

- Generates analysis questions and
answers them

Explains rationale for each question
User-activated through the Detection
Details view (manual) or via Falcon
Fusion SOAR workflows (automated)

vl

Why it matters:
« Save 10+ minutes per credit spent

« Apply the latest insights from Falcon
Complete Next-Gen MDR at scale
with consistency

Endpoint detections > Jul.9,20252056:04 [ Q search @& Charlotte Al

Details Agentic response Process table Process tree

ip-192-168-43-92.ec2.internal by root

fe: Jul. 9, 2025 21:02:05 | Last updated: Jul. 9, 2025 21:07:52

changos in nowork ke confguraions wero fourd wihn
1o 15 i eyl o 30359710 034804 UTC 1o
202507.10 040434 UTC around he payiosd executn
‘ovent dutcted o 20250710,

Search@7sfeoad 5 Talon1 v By A = @ 2

Process graph Events timeline

& Response information Overview

Answer details B -

Ouestion

Do firewall or security appliance logs indicate any changes in network rul

around the time of the payload execution?

No changes in network rule configurations were found within the 15-minute interval from

04 UTC to :04:04 UTC around the payload execution even
detected at 2025-07-10 03:56:04 UTC.

Question ationsle

if there were ad in network isms that
might suggest an attempt to bypass ity , aligning with
behavior.
Was this response useful? ¢ &P ) Report

% Chain of work

® Witing COL query

® Running LogScale query

> The query filters for events of type Firewal 1SetRule, which indicate changes in

firewall or Jlevant to identifyi

rules during the speci inute interval. The table
function is used to display the relevant fields, including the timestamp of the event

name (Compi iated wi

details (Firewal1Rule), and the context

he change  the

timestamp (ContextTimeStamp).

“The time filter ensures that only events occurring between 2025-07~

Concluded this segment of the investigation. Seeking a more in-depth exploration?

10703:48:04. 7682 and 2025-07-10T04:04:04 . 768 are retrieved, which ali

The time savings of more than 10 minutes per investigation is an estimate based on Agentic Response’s ability to automate tasks that would otherwise require more than 10 minutes of manual effort by a human analyst. This should not be
interpreted as a guarantee that this will lead to a 10 minute reduction in the total investigation time or mean time to respond (MTTR)
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Charlotte Al

Customize Al-powered playbooks:

= Bring Al models into Falcon Fusion SOAR
workflows to analyze 1st/3rd party data

= Use natural language to direct
model analysis

- Configure automated actions based on
Al reasoning

Why it matters:
« Create adaptable, automated response
« Generate audience-ready outputs

« Use cutting-edge models — no extra
infrastructure or agreements
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Next-Gen SIEM | Workflows > Survival of the Fastest - Dubai []

pll workflows

M Charlotte Al - LLM Completion X

Provides a Large Language Model completion interface. Running this workflow
counts toward your monthly quota.

Model
Claude Latest

Tamperature

01

Prompt
Given the following triage i
for this endpoint is justified: ${Triage recommendation} Please write a
summary of why a containment action is or is not required and recommend
what response actions should be taken by the analyst.

ine if a network

JSON Schema

No value

Data to include

Alert ID

@ Charlotte Al

Q search
View only - Survival of the Fastest - Dubai

ELSE, IF

Condition
If Human response is equal to
Escalate

Action
Set alert status

Action
n Charlotte AT - LLM
Completion

Action
Add comment to alert

ELSE, IF

o

Action
Contain device

Action
-2
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HOW TO
PROTECT
MODERN
NETWORKS




INTRODUCTION TO VECTRAAI/ TEAM ALPINE

Customer First, Partner Centric

Founded 2011, Privately held
Headquartered in San Jose, CA Kim Rehage Michael Buchner Jo Wegener
580+ employees Team Alpine Team Alpine Team Alpine
113 countries

3 Global SOCs
>1800 customers

+ + + + + +

Al Driven

Research + Data Science + Engineering David Solar TR M

150+ Al-driven attacker behavior models Team Alpine Team Alpine .
35 patents in Al-driven threat detection

Most referenced vendor in MITRE D3FEND

(11)

+ Cover >90% of MITRE ATT&CK techniques VECTRAAI

Gartner
Peer Insights
Customers’
Choice 2024

[ L % ] THECHANNELCO.

’ SECURITY

+ + + +

Forbes

Al 30

LIST 47 Yok kkk

100

2023




GARTNER MAGIC QUADRANT FOR NDR 2025

»Network detection and response platforms continuously
monitor traffic for anomalies, suspicious patterns and
threat indicators, and they complement other threat
detection solutions”

,Organizations rely on NDR to detect and contain
postbreach activity such as ransomware, insider threats and
lateral movements. NDR complements other technologies
that primarily trigger alerts based on rules and signatures
by building heuristic models of normal network behavior
and detecting anomalies"

»NDR is commonly used as a complementary detection and
response technology as part of a broader arsenal of security
operation center (SOC) tools. These include security
orchestration, automation and response (SOAR), security
information and event management (SIEM), endpoint
detection and response (EDR), and other detection
technologies, but also services such as managed detection
and response (MDR).“

ABILITY TO EXECUTE

Stellar Cybev.

NetWitness

ThrealBock.

Arista Networks ®

Trellix Y

COMPLETENESS OF VISION

Trend Micro

@ Darktrace

® ExtraHop

@ Corelight

@ Gatewatcher

As of April 2025

.Vectm Al

© Gartner, Inc

Gartner



EVOLUTION TOWARDS MODERN NETWORKS
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EVOLUTION TOWARDS MODERN ATTACKS




VECTRAAI COVERAGE FOR MODERN NETWORKS

-------- Vectra Al Platform for Hybrid Networks peEeeooos

@ Cloud Identity @ Cloud Data Center

t? Microsoft 365

P coric Agentless
3 Identity is the Workloads are Native coverage
cloud perimeter moving to cloud SASE Real-ti me detections

Enterprise scale
Intuitive SaaS UX
Modular design
Ecosystem-friendly
24x7x365 MDR

\/ Data Center

vV V V V V V Vv V

T

1 u

I H
I

I ﬁ
I

1

1

I

I

I

4 Increasing demand for OT

- VECTRA



WHAT VECTRA BRINGS TO THE TABLE

Unified visibility

D T
Satid me  Correlation of
= .ea. detected attacker

behaviour

Accelerated
threat detection
and response
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Vielen Dank
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