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The Modern Healthcare Network

The rapidly growing Extended Internet of Things (XloT) is reshaping care delivery

Total Assets (millions)

Converged Asset Growth

B XloT Devices [l Traditional Devices

2019 2020 2021 2022 2023

2024
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HDOs are increasingly embracing cyber-physical systems (CPS) that span a diverse, ever-expanding range of highly connected devices.

@ CLAROTY  souces: Gartner, Forecast: PCs, Worldwide, 2019-2025, 1021 Update + Gartner, Forecast: PCs, Worldwide, 2019-2025, 121 Update + Gartner, Forecast: Servers, All Countries, 2019-2025, 1021 Update + Gartner, Forecast: Interet of Things, Endpoints and Communications, Worldwide, 2019- 2
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The Cyber-Physical Systems Security Maturity Journey

The Gartner Approach?

60% of Organizations 30% of Organizations 10% of Organizations
A A A
f \ [ LN | 1
Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6
@ a- i l— AR
Awareness Visibility “Oh Wow!” Firefighting Integration Optimization
Recognize, commit to Gain CPS visibility Identify security blind Prioritize & address Integrate & align CPS with Harness CPS security
addressing the need via asset discovery, spots, risks, top blind spots, risks, SOC/IT security program, capabilities to drive
for CPS security network mapping governance gaps governance gapS tools, governance operational resilience

1Source: Market Guide for Operational Technology Security, Gartner, 2021
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Transparenz

SMEDIGATE

Matt Ziegler
All 5 Sites

/ / / Overview

( ( . - .
| sitename v H Network v |‘ Category v J] Sub-Category v H Manufacturer v I[ Device Type v ‘[ Risk Score v J

Inventory High Level Stats Manufacturer Distribution (84)

20,216

Manufacturer
Devices
® Apple
10,489 9,727 oA
Corporate Guest © . 5% 75
Welch Allyn 532 26
7,402 1,083 10,735 996 Centrak 500 25
Medical or loT " ® Roche 22
. 329 16
15,843 340 52 591 Others (77) 150 175
Online High Risk Compromised New this week
Affected Devices Distribution by Alert Type (15) Device Type Family Distribution (80)
9,044 smartp 3,729

Alert Type

® Functionality Recall

‘ 1,023 Patient Monitor 782

o ustom Device Alert 2692 33.
Guest VLAN Segmentati. 326 4 554 pPLC 532
¢ Corporate VLAN Segmen. 230 28
infected Device 51 06 500 rTLS 426
® Device End-of 45
o Meliciiis Interet Com 38 338  Medical Device Int 308
Others (8) 150 18

292 Tablet 233

Infusion Pump

Signs Monitor

.
"0
@ [0 pashboard: Medigate Default + Add Widgets

Protocol Distribution (50)

Protocol %

e DNS

e HTTP
DHCP 253

® SNMP 28 i)
Alaris DCMP 25

® RWHAT 2 @

® Unity 2 @
Others (43) 142

High Risk Device Types (16)

Device Type %

® Smartphone

Printer 40 N8
38 12
Patient Monitor Gatew... 16 47

e Defibrillator 16 47

® Computed Tomograg 5 5
Others (9) 2 62
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Asset Management
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2 MEDIGATE

1 Overview

Access Control Access Point
1 hodel " 2Modele o
BACnet Router & BBMO Blood Gas Analyzer

0 Models 0 vigh sk 2Modele oHighRisk
Central station Chemistry Analyzer
= -

Blood Typing System
VModet igh B

Cloek

2 Modets High sk 1 Model 1 Modet 0 Migh Risk
Densitometer 120

2 Models O High Risk

T Modet 2 vigh sk

Computed Radiography

WLEE

2Models 1 vaign Riek

Digital sign

4 Models

S Modets

Domain Server
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Auslastung

E3MEDIGATE 3 : . ¢ reyree

Al 5 Sites

/ / / Overall Rate @

snoname v | ((cotogory v | [(subrcaegary v | [ Manacturer <

oo~ ) (s ~ v scx: ® Neowork Aty O Uiz O :
]
83% ¢ Underutilized (0-50%) > Optimal Range (50-90%) +  Overutilized (90-100%)

.

*!! | Activity Rate

o ox I————— 0 108 10.2% 596 56.1% 358 33.7%
Infusion Pump

1,062 Inventory Devices
> Compare Sites

Showing: 1,062 Infusion Pump Devices

Overall Rate
Sorted By: Searct l [} View: Medigate Detault &, Bport
Device Distribution
CONN. ~ - = = ACTVITY _|  OPERATING -
e MAC | = MANUFACTURER <1  MODEL =| aaw ¥ Jouss S I -]
Hours Distribution
1010221227 00107A03C3EO Corporate Patient Devices ALARIS 8015 PC Unit o £) Weekdays l
= 101022275 0023687F3BEA Corporate Patient Devices ALARIS 8015 PC Unit o Weekdays
101316122 002368:67£0%4 Corporate Patient Devices ALARIS 8015 PC Unit o
10131736 0010.7ASDIAT0 Corporate Patient Devices ALARIS 8015 PC Unit asx £ Weekdays
101022377 00107ATEF088 Corporate Patient Devices ALARIS 8015 PC Unit = £ Weekd

1010222149 00T2388.CB4 Corporate patient Devices ALARIS 8015 PC Unit 0% £ Weekdays
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Schwachstellen- & Risikomanagement

/ 1 Risk Cverview ®
e | (e~ | [Gomgmy | [(scoegory ) [oamtneer ] [ yme ~ | (oot ) [ mkseme =
20,216 A\ Total High Risk Ay Newty High Risk 7 Recently Increased v Recently Decreased
Tetsl Deviess

52 340 1.7% 340 1.7% o] 0% 0 0%

b=
4 Risk Distribution
34.5 .
Total Risk Score -
Risk Overview h
Risk Recommendations. -
o
« o

VLN Topology  Metwork

1 of Devices.

Risk Impact
| —

Maniged

Risk Score Distribution Probability vs. Severity Distribution
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z

om wm medum 4

eam s low 3

cwrs  am e H

@ cLAROTY



Risikosimulationen

Risk Simulator
&, Export

DEVICE VULNERABILITY RISK SCORE: LOW (39.3)

Operating System Proprietary Enea OSE Fonfiience sconctb
Vuinerabilities Platform 2 | Clinical 2 | Application 1

Outdated Firmware Unknown

Plaintext Credential Login No

Weak/Default Passwords No

Wireless
Corpora

VLAN Topology Mixed Type Medical VLAN

Managed Unknown b

Internet Communication No

Enforcement Level

SEVERITY

PHI Stored & Transmitted

Equipment Class General Care Device

Medigate Recommended

Consequence of Failure Potential Patient Death

Financial Cost $1.000-510,000
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Uberwachung - Anomalieerkennung

5f, OBSERVED TRAFFIC b~

side avodel | [ commpe ~ | [ protocal ~ | [(port v | [senp v | [ sempevcewe v || poicyemect Color By: @ ACL Policy Compliance  View By
View All Filters

Side A Device Type Communication Type Protocols & Ports. Side B Entities

| Erk-skacg

sirrail [l

HTTP

DICOM ‘

Nuclear Medicine DNS I
Alaris DCMP I

129731691 (srsmonrwkesi.
Manufacturer (External)

3PACS

4 Demain Server

3internal IPs
255.255.255.255
2 internal IPs.

L.:ml

1052 MB 6 15 o




Sicherheitsrichtlinien

Palicy ‘Central Station - GE' - ACL

© Alterations may be required to apply these rules to your network

@ wired Switch O WLC
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Vorfallsbehandlung

MEDIGATE

5,784

Total Devices

29.1%

Enforced Devices

ACL Enforcement

farcement Overview

Enforcement by Model

VLAN Segmentation

Segmentation Overview

/ 1 Enforcement Overview

—— EEEE o R | [~ ) [comectonipe « | sesstn

@ Total Enforced @ Total Net Enforeed B Enforcement Policies
Devices Modets Devices Madels Fecommended Crganation

1,681 10 4,103 129 36

Enforced Devices Over Time ©

°
g8
23 Enforcement Level
cé
T ® NotEnforced
$ « Custom AC
e Sptimized
Enforcement Risk Factor Score Over Time () Palicies High Level Stats
G .
§3 g rd
S Models.
: Devices

Date

9

Enforcement Level Distribution

Aecommended
Paiicies [(36)

@ [ Scope: Medigate In-Scape Devices

A, Policy Deviation Alerts

Organization Policies
L

6

Mo Policy

83 (50%

2248 (39
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Integrationen

Endpoint Detection

YGROWDSTRIKE

B3 Microsoft
ATP

i) sentinelone

€ TANIUM

Clinical Cyber Hygiene (CCH)

Patch Management

BE Microsoft
SCCM
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All SIEMs
via Syslog Server

O tenable

T.l0; T.SC; Nessus

@ Qualys.

Visibility, Vulnerability Insights, and Threat Detection

Monitoring

NETSCOUT
Gigamon

KEYSIGHT

TECHNOLOGIES

Ticketing

servicenow

£ —
Cherwell

DHCP/DNS

Infoblox 22
BE Microsoft

€3 BLUECAT

Network Security Management (NSM)

Vuln. Management

RAPIDD

InsightVM; Nexpose

FiZ:RTINET

<) FORESCOUT.

NAC

Cisco

ISE

aruba

CLEARPASS

FortiNAC

Cyber Resilience

Firewalls

ailvaln
cisco

vmware

NSX
FIiRTINET
E] Check Point

%% paloalto’

Network Mgmt

e
cisco

Prime; DNA-C
aruba Bl ~cve oirecrory

Airwave
« Infoblox 3

solarwinds ¥

Networking

afnaan
Cisco

aruba
I= Extreme

Juniper

MDM
vmware
Workspace ONE®
28 jamf
Bl Intune

MOBILETRON"™

Clinical Device Efficiency (CDE)

Device Management

servicenow

nuvgk) @ Dude Solutions™

accruent @ MediMizer
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Optimierungsvorschlage

& MEDIGATE

/ / Efficiency Recommendations

[+] / 25 (@ Newly Added Devices This Week (® Manually Resolved Devices (@ Resolved Devices

Resolved Efficiency Recommendations.

2025 100% 0 0% 0 0%

Showing: 25 Recommendations

Sorted By: | ArLmvaNT Ot 1 Search o4, Export
RELEVANT RELEVANT RECOMMENDATION
Tl CATEGORY I == | Rec DESCRIBTION 7| = R eat T NoTEs %l =t I
Underutilized Rented Review 707 devices that are sbeled as rented in your
ws Inventary SSites o7 + Add Note Unresalved H
Devices CMMS and are underutilized.
Review 413 devices that are labeled as renied in your
inventory Offline Rented Devices 5 Sites “3 + Add Note Unresalved H
©MMS, but weren't anline within the last 30 days
Review 210 Patient Monitors that weren online
" Utiization Offline Devices 5 Sites 20 + Add Note Unresalved :
within the last 50 days.
Overdue Preventative Review 129 Patient Monitors that their last
#4n Maintanance 5 Sites 29 + Add Note Unresived H
Maintenance preventative maintenance date was over 3 year age.

Review 115 Vital Signs Monitors that weren't online
w7 Utilization Offline Devices 2 Sites. ns
within the last 30 days.

+

Add Note Unresalved H

Review 37 devices that are labeled as retired in your
24 Inventory Online Retired Devices 5 Sites o7 + Add Note Unresalved 1
CMMS but were seen online within the iast 14 days.

Review 88 Glucose Meters that weran't online within
2 Utilization Offline Devices 5 Sites. 88

ihelacson o

Add Note Unresalved i

+
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= Matt Ziegler
% ] < s Network Operatiol iency -
ZMEDIGATE vices sk Net perational Efficien ® All 5 Sites

/ / / Overview

( 1
Site Name v H Network v ” Category v “ Sub-Category v H Manufacturer v ” Device Type v >| Risk Score v ] (@ [ Dashboard: Medigate Default + Add Widgets

Inventory High Level Stats Manufacturer Distribution (84) Protocol Distribution (S0)
20,216 g :
Manutfacturer Devices % Protocol %
Devices
® Apple ® DNs
10,489 9727 ® Alaris e HTTP
Corporate Guest GE 152 bHce 53
® Welch Allyn 532 ® SNMP 28 @
7,402 1,083 10,735 996 Centrak 500 Alaris DCMP
Medical or loT 44 2 L
329 2 @
15,843 340 52 591 352
Online High Risk Compromised this week

Affected Devices Distribution by Alert Type (15) 'ype Family Distributio Device Types (16)

3,729 Infusion Pump |
Alert Type Devices % Device Type Devices %
® Functionality Recall 4613 56.6¢ Z ® Smartphone 137 403
< 1,023 Patient M 782 pc
® Custom Device Alert 2692 337% Y ® Laptop 67 197
Guest VLAN Segmentati & 5564 PLC 532  vital Printer 40 ne:
e Corporate VLAN Segmen... 230 28 e PLC 38 n2
Infected Device s 0§ 500 RIS 426 Glucose Meter Patient Monitor Gatew.. 16 47
® Device End-of-Life 45 06 ® Defibrillator 6 47
@ Malicious Internet Com 38 05 338  Medical Device | 308 ® Computed Tomograp. 5 15
Others (8) 150 18 Others (s 2 62%
292  Tablet 233 Mobile Printer
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