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The Modern Healthcare Network
The rapidly growing Extended Internet of Things (XIoT) is reshaping care delivery

2Sources: Gartner, Forecast: PCs, Worldwide, 2019-2025, 1Q21 Update • Gartner, Forecast: PCs, Worldwide, 2019-2025, 1Q21 Update • Gartner, Forecast: Servers, All Countries, 2019-2025, 1Q21 Update • Gartner, Forecast: Internet of Things, Endpoints and Communications, Worldwide, 2019-

2029

HDOs are increasingly embracing cyber-physical systems (CPS) that span a diverse, ever-expanding range of highly connected devices.
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The Cyber-Physical Systems Security Maturity Journey
The Gartner Approach1
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Phase 1  

Awareness

Recognize, commit to 

addressing the need 

for CPS security

60% of Organizations

Phase 2  

Visibility

Gain CPS visibility 

via asset discovery, 

network mapping 

Phase 3  

“Oh Wow!”

Identify security blind 

spots, risks, 

governance gaps

30% of Organizations

Phase 4

Firefighting

Prioritize & address 

top blind spots, risks, 

governance gapS

Phase 5  

Integration

Integrate & align CPS with 

SOC/IT security program, 

tools, governance

10% of Organizations

Phase 6  

Optimization

Harness CPS security 

capabilities to drive 

operational resilience

1Source: Market Guide for Operational Technology Security, Gartner, 2021



Transparenz



Asset Management



Auslastung



Schwachstellen- & Risikomanagement



Risikosimulationen



Überwachung - Anomalieerkennung



Sicherheitsrichtlinien



Vorfallsbehandlung



Integrationen

Clinical Cyber Hygiene (CCH)

Patch Management Vuln. Management

T.IO; T.SC; Nessus

InsightVM; Nexpose

SCCM

Network Security Management (NSM)

NAC Firewalls

ISE

CLEARPASS

FortiNAC

Clinical Device Efficiency (CDE)

Device Management Clinical Eng.

TMS

Visibility, Vulnerability Insights, and Threat Detection

Monitoring Ticketing DHCP/DNS Network MgmtEndpoint Detection SIEM MDMNetworking

ATP

All SIEMs
via Syslog Server

Prime; DNA-C

Airwave

Cyber Resilience Operational Resilience



Optimierungsvorschläge



DEMO
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