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Top-Prioritaten

SICHTBARKEIT Reaktionsvermogen

* Risikoeinschatzung * Incident-Response
* Bedrohungsintelligenz » Workflows
* Angreifer erkennen  Notfallhandblicher

* Impactanalyse * Backup-Konzepte
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Reaktionsvermogen..
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Top Themen
Security Strategie

Schutz von Identitaten OT-Security Informationssicherheit

Alle Plattformen Maschinenidentitaten  Alle Plattformen
Erkennung von Kommunikationsanalyse Gesamter Lebenszyklus
unerwartetem Verhalten Segmentierung Mit Klassifizierung
Automatisierte Aktionen Sicherer Zugriff Ohne Klassifizierung
(Sperrung, PW-Reset, MFA) Asset und Change UEBA / UBA
Threat-Hunting Management Verschliusselung

Logging / Monitoring Schwachstellenerkennung
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Top Themen

Security Operations

Bedrohungsintelligenz Automatisierung Validierung

Aktoren/Angreifer Xtended Detection and * Breach and Attack
Response

APl / SOAR

Playbooks / Workflows

Simulation
Blackbox Test
Greybox Test
Purple Team

Indikatoren
Ziele
Wirksame MalRhahmen

Automatisierte Feeds

Kein Copy/Paste

Nach jedem Change
Nach Produktwechsel
Nach Anpassung
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Der Faktor Mensch

29% 28%

Insider threat Distributed Email fraud Cloud account Malware Ransomware Smishing/Vishing Supply chain

(negligent, denial-of-service § (business email compromise attacks attacks
accidental or (DDoS) attack compromise) (Microsoft 365

criminal) or G Suite or
. other)
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The Great Resignation

Eine LinkedIn Umfrage ergab, dass 41% der weltweiten Angestellten Uberlegen ihren Arbeitgeber zu
wechseln

i

200-499 501-1000 1001-2500 2501-5000
employees employees employees employees employees
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Risiken friihzeitig erkennen

Simulierte Phishing & USB Kampagnen

>
>

Real existierende Templates von Proofpoint

eigene Vorlagen fir realistische Simulationen

Wissenstests

>
>
>

Sind meine Benutzer doch schon fit genug?
An welchen Stellen mussen wir mit Schulung unterstutzen?

Verbessern sich die Teilnehmer Uber die Zeit?

@™

] Office

Your payment has been declined.
Update your payment information now.

UPDATE YOUR PAYMENT INFORMATION
becount: SeEMAILY

Qur informatian indicates thal fha paymant memad you used to purshaze DMece 365
Duzress Premum was decined. Contac your bans for moee details on the reusa) of
paymant

Te avoid inferruption of ssrvice, update your payrment information now.

Log in ho the cusiorms: porial with your user 10,

Wa appracabe your prampl resporee i this problam and leek loryard 19 conlinang 1 meet
the resds of your businass.

FRgans,
the Micrsoft Online Services eam
beeount Information

Bervice: Ofce 365 Business

¥ 2413

Useful Resources

Correst 1 the serd: poral

Wiy e QUBBTCET Visl he cormunity.

Congratulations! You have successfully

completed this assessment.

Please DocuSign _21-05- pdf, NoticeOfPrivPractices_21-05-2018.pdf,

Thank You,

Do Not Sharo This Emall
This emall contains & secure link 1o DocuSign. Please do not shars this emall, ink, or access coda with
others.

Alernate Signing Method
Visit DocuSign.com, dick *Access Dooumants', and antar the security code:

ASFFTIBSFOKA2G8488341FB24DC2

About DocuSign

Sign documents sloctronically in just minutes. it's safe, secure, and legally binding, Whathar you'ra in
&n office, al home, on-the-go -- or even acrosa the globe — DocuSign provides a professional rusted
solution for Digital Transaction ManagementA.

50% Build Safe Passwords ( More >
75% Identify Phishing Threats ( More
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Email Assessment zur besseren Einschatzung . 0.6%

“ oy 14 spam
2 Wochen Analyse in ca. 24 Stunden ,
407% , £

threats

Bedrohungs-zentriert CETT S S
> Potentielle Ransomware & Malware All Threats
> Business email compromise (BEC)

> Credential Phishing und andere Bedrohungen

+ 50.9%

1,291 phishing
threats

. 7.8% o
Personen-zentriert 198 impostor

> Welche Benutzer werden durch wen angegriffen?

k k 2k k
1 Ethan Green Software Engineer 3,859 1N B Maspam
2 Aria Hill Software Engineer 3,693 | B Banking
3 Michael Scott Software Engineer 3,383 \ B Consumer Credential
L4 L4 o o Phishing
4 Harper Robinson Data Scientist 3,228
Credential Phishing
5 Amelia Baker Junior Software Engineer 3,173 ]
[ ] [ ] [ ] [ J Malware
6 Jackson Adams Branch Manager 3,159 ]
Corporate Credential
7 Scarlett Hernandez Software Engineer 2,992 Phishing
8 Aria Robinson Business Analyst 2,928 B Keylogger
9 Ethan Garcia Senior Corporate Counsel 2,920 W RAT
. B Impostor
10 Ethan Johnson UX/UI Designer 2,874 \
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1 FIND YOUR LACK OF CYBER SECURITY
A -

DISTURBING
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Sichtbarkeit in Risiken der Lieferkette

proofpoint. Email Fraud Defense

Kriminelle Taktiken

keeblepharma.com
Company: Keeble Pharma

((Supplier)

™13 Supplier Risk Explorer

Supplier Risk Explorer Add Supplier

General Domains Lookalikes

P * Accounts von Zulieferern kompromittieren
50,324 Supplier domains Last 30 days (2020/08/01 - 2020/08/30) ~ * 7 S N S B

| i | o 2 [ oo  |dentitaten falschen oder Websites falschen

--- - Registration date 2020/01/10
keeblepharma.com { Supplier Very High Keeble Phama 58 ¢
fery Hig

oom * Falsche Rechnungen ausstellen oder

Service Now 1,297,606
High Message volume 58

O R T | I Kontoanderung anfordern

— » Automatische Erkennung aus dem E-
keeble.us.com Discovered - Keeble Phama 44695 Threats to you (10)

o (@) Phishing () Imposter @ Malware (@ spam M a I lve rke h r

snow.com Supplier Mediom Service Now 12,345 3 6 O -I

” * Risiko flr Ihre Organisation messen

Spread

Supplier Domains -

O

service-now.com Discovered

keeble.com Discovered

onmicrosoft.com Discovered Microsoft Cor..
() Phishing 1000+ Proofpoint Customers.

| * Gefalschte Domains erkennen

@ Malware 1 Proofpoint Customer

* DMARC sinnvoll und gefuhrt einsetzen

ups.com Discovered United Parcel...

dhl.com Discovered DHL

|  Adaptive Kontrollen einfiihren

apple.com Discovered o Apple Inc
o Discow

O
O
O
O
O
O
O
O
O
O
]
O
O
O

pagerduty.com Discovered PagerDuty
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Sichtbarkeit auf Bedrohungen von innen

@) F_ 0.0 Qﬁl
o O, 20 @ A %33 Threat Context
Who/What Watchlist Role/Group Device, Browser Phish Risk Location Risk Login Risk
+ Content
Context

USER THREAT CONTEXT

VvV

/\
/\
: Identify User Type
(o)

O
A
Cloud Threat Telemetry Email Threat Telemetry
« Login patterns « Clicks on malicious content )V 4
* Third-party app installations * Persistent targeting Prioritize DLP Alerts
 File sharing activity * VAP metrics Channel-specific Remediation
Compliance Reporting
@™
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Und am besten...

CAN'TFALLFOR PHISHING
SCAMS

IEYOUDONTCHECK YOUR
EMAIL
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