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Will robots take your job? Humans ignore the
coming Al revolution at their peril.

STEPHEN HAWKING WARNS Will Al replace Humans?
ARTIFICIAL INTELLIGENCE 'MAY This time, the robots really are coming.
REPLACE HUMANS ALTOGETHER'
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Or Will Humans and Machmes 1

Create Gr%alu o Toc ether?,
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Kbersecurity
allenges -



Complexity Is the
Enemy Of Security

Anytime, Anywhere Computing

Cloud — PaaS, Saas, laaS and FaaS
Application Proliferation
Pervasive Digitization

Corporate Owned vs BYOD

Endless Data Feeds
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Challenges We Hear From Customers

Rapidly
Expanding
Attack Surfaces

Stealthy, advanced
threats that continue to
evade even the best
defenses

SentinelOne

Complex
Multi-Vendor
Security Stack

Increasing level of
complexity as vendor
footprint expands
without integrated
workflows

Manual
Triage &
Investigation

Disconnected, alert-
centric tools with alerts
that lack context and
correlation
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Cybersecurity
Skills
Shortage

Lack of skilled
SecOps practitioners
with insufficient
domain expertise

Reactive
Processes
& Flows

Manual orchestration

of responses that happen
at individual control
points and at human
speed
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Customers claiming to
be impacted by skills
shortage



The Quest for Optimized Security Operations
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Signal : Noise Reduction iIs Critical

Millions of
of Rows of Raw Data Enriched Storylines Campaign Level Incidents

Endpoint :
Reduce Alert Fatigue

Accelerate Triage
Email TN Improve SOC Efficiencies

Minimize Dwell Time
SIEM ' 0 %
Network /‘\ &/ :
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The “Duality”
of Black-Box Al

Non-Deterministic(results may vary)
Detect Previously Unseen Attacks

Often Unable to Explain “Rationale”
for Conclusion

False Positives and False
Negatives are Inherent
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Accuracy & Explainability?
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Can Al
Tell the
Difference?
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Are You Equalli/ Comfortable with 90%
Accuracy In This Scenario?
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A Time & Place for Machines

Decisions
Data Collection
cZ> Intuition & Search
= Context Pattern Matching =
n Ethics Summarization =
al . . . .
< H Creativity Generalization Machine h
a) uman : —
< Interface Strategy _IltlyptqtheSIS Interface
esting
. : Cognitive Workload .
Interactions Interactions

“Real”’” World
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Challenges Facing Today’s SOC

Disparate Data Silos

Cloud
(AWS/Azure)

3'd-Party
(SIEM)

Endpoint
(EDR)
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Data Retention

66% o

customers admit
siloed tools lead to
missed detections

Skills Shortage

25%

threats go
untriaged

000

anyr

© 2023 SentinelOne. All Rights Reserved. 16



Workflow of an Attack Investigation

Collect

External
Threat Intelligence

- Correlation

(via SIEM)
g Behavioral
o O Analytics
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Technology
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Maximize value from
Automation
SentinelOne

. Detailed
Linking Scoping
Merging Ranking Visualization
Preliminary Enrichment
Scoping
N
~

Maximize value from
Artificial Intelligence
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Maximize value from
Human Intellect
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The Whole Is Greater Than The Sum Of Its Parts

Complex Data Analysis Human Intellectual Capital
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Thank You
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