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Ransomware
[ Jensomwe:e]

Ransomware is a type of malware from
cryptovirology that threatens to publish the
victim's personal data or permanently block
access to it unless a ransom is paid off.
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Sophisticated Attacks vs. Reality
Reality Check
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Sophisticated Attacks vs. Reality
Reality Check

Initial compromise type in ransomware and data
exfiltration events as percentage of events, 2024

YPM compromise
Compromised Credentials I
RDP and RDWeb

Citrix Netscaler ADC I
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Sophisticated Attacks vs. Reality
Reality Check

Initial compromise type in ransomware and data
exfiltration events as percentage of events, 2024

YPM compromise
Compromised Credentials I
RDP and RDWeb
Citrix Netscaler ADC I
MS SOL
Phishing IR
Third-party N
Viber W
Veeam H
Firewall Exploitation
Malicious Installer H

10.00% 15.00% 20.00% 25.00% 30.00%

SnphnsXOpS

0.00%

Geschaftsfuhrung
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30 Years of ldentity: Active Directory

— Initially not developed for
Cloud and “Zero-Trust”

— 1001 configuration

possibilities

— Historical grown setups:

OUs, Trusts, Delegations,

Service Principals, ....

— One of the most popular

“lateral movement tools”

- & glueckkanja.com
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Surprises @ work
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Attention! Your documents, photos, databases, and other important files have been encrypted!
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The only way to decrypt your files, is to buy the private key from us.
You can decrypt one of your files for free, as a proof that we have the method to decrypt the rest of your data.

In order to receive the private key contact us via email:
getmyfilesback@airmail.cc

Remember to hurry up, as your email address may not be avaliable for very long.
Buying the key immediatly will guarantee that 100% of your files will be restored.

Below you will see a big base64 blob, you will need to email us and copy this blob to us.
you can click on it, and it will be copied into the clipboard.

If you have troubles copying it, just send us the file you are currently reading, as an attachment.

Base6b4:

uALejkvaX3X1Ywp+Humm7Kz8PyOAgQCFphYLHRMybD6@@e8Hhn2PZwK21gAh385p2PQ/dIFPN6IyDefNK6MTTUZXqWekru@YYSCELYn18F1KrIYt3yeNdkFt57qI1UaIeAQ33EUQAEDFQMB8adXRWELrYNrmM2e /WFaP3NiT31IKeVPe7KZcwA2IgkhYQV73d

& glueckkanja.com
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Experiences from the field

l

Digital Communication

N —

is broken

i

@ Missing trust in existing

Sm infrastructure

/l\ Greenfield for AD Domain
g, is almost impossible

. & glueckkanja.com

|dentities are starting point for restore
Domain Controller is the foundation
for most (legacy) application

External parties delaying restore

Processes are not in place, time is
running away
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H
-. E ies are starting point for restore

in Controller is the foundation

st (legacy) application

\al parties delaying restore

sses are not in place, time is
g away

. & glueckkanja.com



glueck=kanja

Experiences from the field
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Ransomware maturity

READINESS
L
coﬁ"%f&fﬁ . ® PREVENTION
M Novice
W Aspiring
Maturing
Leaders
All
[ ] L ]
RECOVERY RESPONSE
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-~ The ldea of a Minimum Viable Company (MVC)

% [N
gg Automated and

Independent documented,
of dedicated but lean
persons ( )
! ol
Focus on core
processes Minimal
structure

BN # slueckkanja.com
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Minimum-Viable Company Recovery - From Incident to Operability

PHASE 1 PHASE 2 PHASE 3 PHASE 4 PHASE 5

0'4 hours 0'1 days 2'4 days 5'7 days 2'4 weeks
T I e e ™2 meeeen B sess—




Introducing AzERE

Azure Emergency Response Environments
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Goals of AzERE

L
.

‘e

Design a solution that protects critical
business services and withstands a successful
ransomware attack.

Critical business services consists of

— Active Directory
— |dentities
— Critical documents and data

— Optional: A defined set of critical business
applications

An automated process to provide a
collaboration platform to a subset of users
within the first hours after the attack.

& glueckkanja.com

N A
VN

= @&

01011
10101

Deploy scalable and secured Virtual Desktop
Infrastructure

After a successful ransomware attack, the
RTO for the most critical services should be
only a few hours

Strong focus on REGULAR fire testing

The environment is built with 100% DevOps
including Infrastructure as Code with
terraform.

oA
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Non-goals of AzERE

The solution is
not a backup replacement.

This solution is not a
complete business continuity and
disaster recovery (BCDR) strategy.
AzERE can be a part of your BCDR
strategy to quickly recover from a

successful ransomware attack.

KN
L)

In case of disaster AzERE will not
replace your production
environments. It is a temporary
environment to support the restore
process of your production
environments.
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GitHub Enterprise Org <Contoso>

Architectural overview | e
Export AAD ‘O

Action

Infrastructure as Code / Automation

‘ Protected EntralD
/ @contoso.cloud

[ ]
I E—— ~
S Gyt [l = = = [0 .
1 I I |
Cloud g : Secured . : . M365 * u Q
: Storace Container Container Container (vanilla)
i & Docs;&Data EntralD dumps MS SQL Dumps vanilia

On-premises N e —— ?
O SQL Backup |
Q MSFT SQL ‘F POWERED gy

=

> Customer EntratlD |
/ @contoso.com

D Y

comdee .. M365 i

Bootstrapped & Standby

Ter -
Admins <...> a ; 0 raPrOV1der
W365 J
ﬁ GK Workplace Foundation
~ S2S5VPN R
A Gateway
= =) ) ____|ADreplication . x m ﬁ
Domain Controller inC I Audit &
m ¢ ontrolle Domain Controller Azure Backup monitoring

ﬂ m AzERE Core
N

& glueckkanja.com



glueck=kanja

AzERE Services by glueckkanja

D

Monthly Fire-Drilling and Keep AzERE up-to-date with
Emergency Testing platform changes (M365 &
Azure updates)

:Q'. @
(= o]

24/7 On-call Hotline for 24/7 Manager On Duty
Emergency Activation (technical) (organizational)

- & glueckkanja.com

Ongoing Development of
new AzERE features

Fasttrack to APT
response services
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Infiltration

S,

— Attacker prepares an attack. If not detected in time it is most likely that the attacker WI|| extract data before
encrypting as much systems as possible
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The successful attack
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AzERE Core
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The ZenMat
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Emergency Response Activation
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Ground Zero - First Response

Customer EntralD
@contoso.com

/@\

Cloud

On-premises

Infrastructure as Code / Automation
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A PT reS po n Se A special task force will restore the last AD
backup and remove immediate threats
P
A
/ Isolated 7Y
Restore
W — a8 . 3
7

i Infected Azure Backup
/ Azure Bastion A‘::h Domain Controller

Access is only possible through a secured
Azure Bastion connection

The restored and infected machine is 100%
isolated to work safely

— Quick start, independent of customer systems. No need for customers Network/Server/Backup teams (and their
consultants) to get alerted/up and running again

— Customer provides (BreakGlass)Admin credentials
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By
. : P,
The AD cleaning details
;\@ Secrets 9 Group Policies @C\D\ Forensic scanner tool

@ &

Other attacker persistence Antivirus and Behavior scanning

PREVENTIVE SERVICE

IHE

‘ I \ Certificates

2 AD config/hardening scan
|

— Generic FullForest Recovery first (seize FSMO, remove all other DCs, ...)
— Renew all credentials
— Use tools for Forensic, AV, Hardening

— Check modified configs for persistence
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First Response -

Dis-Infected
A pair of hardened Windows Servers will
automatically be provisioned and prometed
{o Domain Controller

Domain Controller

AD object replication only

]

Very strict networks ACLs
; We alse spin up an
Q% | ——— pin up
— = Entra Connect isolated Entra Connect
55 .o i .o ‘Workgroup’ machine - \Cu”y
SO DT i A automated!

New Domain Controller

— A second resource group is created to hold cleaned resources for the rebuild process.
— Two new Windows Servers are created and automatically prepared to get promoted for the ADDS role
— A third server in a dedicated subnet is created and prepared for a fresh Entra Connect instance.

— After successful DC promotion the ,disinfected” Domain Controller will be deleted.
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Designated Survivors Wave 2

The day(s) after RRRRRRRRAAR
y YAV AAYAYNAYANAYAN YA
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Customer EntralD AV AVYAVYAVYAVYAVYAVYAVNAAYAY
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‘ VAV YAYAYAYAYAN YA
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‘ Protected EntralD
/ @contoso.cloud
Cloud
] ]
On-premises - — ﬁ % ﬁ
?{:cured Container M365 W365
Of38€  Docs & Data (emergency) GK Workplace Foundation ':-
/ ’ Scan & Restore [
Q) $oD
% .. other awesome
Azure Services ..
MSFT SQL
525 VPN (’,/d’) _L__L _L Defender for Audit & @
.>: = Azure VMs for DCs  Entra Connect Cloud monitoring AZERE Core

Very strict firewall rules

& glueckkanja.com
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Dandy Braunlic

— Bereichsleitung IT der igefa

— dandy.braeunlich@igefa.de
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Thank you!

— Nils Bohr, Nobel Prize in Physics
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