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Bei Cryptolockern geht es um Zeit und Wiederherstellbarkeit



Quelle: https://www.coveware.com



Recovery Timelines
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Risk matrix

Zerto DRBackup MirroringCase

Physical desaster
(power outage, fire, …)

Other desaster 
(Cryptolocker, sabotage, 
…)

Single object loss
(Files, tablespace, email, 
…)

Desaster Recovery Test of
at least 1/3 of
environment

Impact

existence-
threatening

existence-
threatening

moderate

depending on 
compliancy



Three Layers 
of Data 
Protection

BackupZertoActive-Active

12 – 24+ hours5 – 15 seconds0RPO

Hours/DaysMinutes0RTO

SnapshotCDPSynchronousTechnology

BothSoftwareHardwareSolution Type

Regulatory & compliance; 
long-term retention; last 

resort recovery

Natural disaster; hardware 
failure; human error; 

ransomware

Natural disaster; hardware 
failureMain Use Cases

High during backup 
windowLowHighBandwidth

All tiersMission-critical and 
business-criticalMission-criticalWorkload Tier



Die Zerto Lösung

Zerto @ Bechtle IT Forum NRW



Resume in minutes to
seconds before an attack

Ransomware 
Resilience

Foolproof recovery with fastest 
RTOs and RPOs

Disaster 
Recovery

Freedom to innovate 
across clouds

Multi-Cloud
Mobility

Orchestration  | Automation  | Analytics

MSP

Continuous Data Protection

CONTINUOUS PROTECTION FOR ANY APP, ANY CLOUD, ANY THREAT



Reports



Anwendungen werden als konsistente Einheiten 
wiederhergestellt

 SKALIERBARE EINFACHHEIT

 CONTINUOUS DATA PROTECTION
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DB
Server

App.
Server

Web
Server

File
Server

2:48:00 AM 2:48:07 AM 2:48:11 AM 2:48:18 AM 2:48:24 AM

DB
Server

App.
Server

Web
Server

File
Server

DB
Server

App.
Server

Web
Server

File
Server

DB
Server

App.
Server

Web
Server

File
Server

DB
Server

App.
Server

Web
Server

File
Server

CDP

KONSISTENTE -
WIEDERHERSTELLUNG VON 
ANWENDUNGEN



H O S T

P R O D U C T I O N

v C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S T

V R AV MV M

D A T A S T O R E

Encrypted continuous 
replication

Replica

Compressed journal
<= 30-day retention

R E P L I C A T I O N  T A R G E T

D A T A S T O R E

v C E N T E R Z V M

NEW inline 
encryption detection 
and alerting 

V R A

P H Y S I C A L
S T O R A G E

Soȅware only

Copies Data, not VMs

Replicate and Detect



Replicate and Detect

Replicate every change and 
log as recovery checkpoints 
every 5-15 seconds

Detect suspicious writes as 
they stream in and flag for 
admins to investigate

“[Zerto’s] real-time ransomware detection puts us in a much stronger position to both 
identify and mitigate ransomware attacks. This gives us confidence that we can proactively 
meet the risks presented by ransomware.”

– Network admin at manufacturing customer



Compliance?
NIS2, DORA, KRITIS, …

Zerto @ Bechtle IT Forum NRW



Isolate & Lock | Cyber Resilience Vault
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Isolated

Air gapped

Immutable

Zero trust

Isolated, oƯline, and 
air gapped with 
immutable data copies 
using zero
trust architecture

Purpose-built for cyber 
recovery—option of
last resort in worst-
case scenarios

Your data



Cyber Resilience Vault combines isolated recovery environment with immutable data vault
Isolate and Lock

Decentralized, Zero Trust Architecture

Defense-in-Depth

Rapid Recovery

Zerto Cyber Resilience Vault

Journal-Based
Recovery

Production-Grade
Infrastructure

Non-Disruptive 
Clean Room Testing

Orchestration & 
Automation

Air Gapped, Isolated,
and Offline

Immutable, Tamper-Proof 
Data Copies Real-Time Encryption Detection

HPE Alletra Storage HPE ProLiant Compute HPE Aruba Networking Zerto
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Key Take aways


