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STOPPING MALWARE 
IS NOT ENOUGH

82%
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ransomware-
related data 
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Initial 
Access

• TA0001

Discovery • TA0007
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Credential 
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Impact • TA0040
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THREAT ACTORS AREN’T ALWAYS STARTING FROM HERE



Initial 
Access

• TA0001

Discovery • TA0007

Privilege 
Escalation

• TA0004

Credential 
Access • TA0006

Lateral 
Movement • TA0008

Impact • TA0040

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

OFTEN, THEY ARE STARTING HERE

Execution

Identity



NOW 
WHAT?
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SINGLE LIGHTWEIGHT AGENT

PREVENT
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AUTOMATED HUNTING ENGINE
THREAT GRAPH

ENRICHED 
DATA

ANALYZED 
DATA

1 TRILLION+
EVENTS/DAY

135 MILLION
IOA DECISIONS/MIN

160+
ADVERSARIES TRACKED
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AUTOMATED HUNTING ENGINE
THREAT GRAPH

ENRICHED 
DATA

ANALYZED 
DATA

1 TRILLION+
EVENTS/DAY

135 MILLION
IOA DECISIONS/MIN

160+
ADVERSARIES TRACKED

65,000
POTENTIAL INTRUSIONS STOPPED 

ACTIONABLE 
INSIGHTS

PREVENT
THREATS

INVESTIGATE
FASTER

HUNT
PROACTIVELY

2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



ARTIFICIAL INTELLIGENCE
POWERED BY THREAT GRAPH

Works on-network 
or off-network 

No signature 
updates required 

Continuous training, 
powered by Threat Graph 

Block known and 
unknown malware 
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INDICATORS OF ATTACK (IOA)

PROCESS 
EXECUTES

PROCESS 
ENUMERATES 
FILE SYSTEM

PROCESS DELETES 
BACKUPS

PROCESS CALLS 
ENCRYPTION 
ROUTINE

INDICATORS OF ATTACK
Code Execution, persistence, 

stealth, command control
Lateral Movement

VS

PROACTIVE INDICATORS OF ATTACK

REACTIVE INDICATORS OF COMPROMISE

IOCs
Malware, Signatures, Exploits, 
Vulnerabilities, IP Addresses
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THREAT INTELLIGENCE
KNOW YOUR ADVERSARY

AT THE HEART OF EVERY ATTACK IS A HUMAN ADVERSARY. 

FALCON INTELLIGENCE REVEALS THEIR MOTIVATION AND TRADECRAFT TO KEEP YOU ONE STEP AHEAD.
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CROWDSTRIKE IDENTITY RISK SECURITY 
CHECK

• Increase cyber resistance by prioritizing and understanding user 
and system access risks for Active Directory

• Analyze full Active Directory & Show possible Risk factors
on Prem, Hybrid, Cloud)

• Detect vulnerable Attack Paths and get recommendations 

• Identify suspicious behavior and possible attackers
using your Active Directory

Easy, quick & no-risk setup



EASY TO GET STARTED WITH CROWDSTRIKE

Install the 
Falcon Agent

Verify the 
installation

Remove legacy 
products

No scanNo rebootNo fine-tuning, 
rule writing

No infrastructure 
setup

No signatures 
updates
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2022 CrowdStrike, Inc. All rights reserved.



Start your free trial today
www.crowdstrike.com/freetrial

2022 CrowdStrike, Inc. All rights reserved.


