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O365 Myths
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MYTH #1

We can’t decrypt o365 

traffic and need a bypass 

for it.
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O365 Traffic – Do not decrypt
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https://learn.microsoft.com/en-us/archive/blogs/onthewire/office-365-connectivity-guidance-part-4-2
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Granular Control over O365 Traffic
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https://www.netskope.com/de/solutions/netskope-for-microsoft-365



2023 © Netskope Confidential. All rights reserved.  2023 © Netskope Confidential. All rights reserved.  

MYTH #2

Performance is getting worse.
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I feel the NEED

The NEED, for SPEED!
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Netskope NewEdge network
World-class global coverage to deliver security without performance trade-offs
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CAPE TOWN

50+
For greater resilience, 

with localized experience

Localization 

Zones70+
Globally-distributed, low-

latency traffic on-ramps

Regions 2K+
Extensively peered, Microsoft and 

Google in every region possible

Network
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In every region for traffic 

processing via full SSE stack

Compute SLAs
5-9s uptime, 10x faster processing, 

100% malware capture rate
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5-9s (99.999%) Availability SLA

• Applies to inline services: CFW, SWG, CASB, NPA

Industry-best: Latency SLAs (traffic processing inside NewEdge DC) 

• Applies to inline services: CFW, SWG, CASB

• Round-trip processing of non-decrypted transactions: <10ms

– Industry-best, 10x better than our competitors

• Round-trip processing of decrypted transactions: <50ms

– Industry-first, 2x better than our competitor’s SLA

• Important note & point of differentiation: SLA calculated based on monthly ‘95th percentile’ (not ‘averages’, like many competitors)

Industry-first: Malware Capture Rate SLA (for security efficacy)

• Applies to inline services: SWG, CASB

– Better/broader than the competition’s virus-only catch-rate SLA

All part of standard publicly-available Netskope MSA: https://www.netskope.com/support-terms

Netskope. Addicted to speed.
Backed by ‘industry-best’ Service Level Agreements

https://www.netskope.com/support-terms
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MYTH #3

Microsoft is secure by itself
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Cloud and Threat Report - Cloud-delivered Malware/Ransomware

https://www.netskope.com/resources/reports-guides/cloud-and-threat-report-2022-year-in-review
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Klingt das vertraut?
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• Der Übereifrige

Teilen einer Excel-Datei mit der 

Ehefrau über Wetransfer, weil sie 

tolle Excel-Kenntnisse hat, um 

ausgefallene Diagramme zu 

erstellen.

Leider handelte es sich dabei um 

den Export aller Kontobewegungen. 

Ups!

Beispiel #1

• Der Schüchterne

VERDAMMT! Auf einen Phishing 

Link geklickt, um auf “Sharepoint” 

zuzugreifen. Besser keinem davon 

erzählen!

2 Tage später - Security fragt wieso 

neben dem Login aus dem Büro, 

eine 2 VPN Verbindung aus Nord 

Korea besteht. 

Beispiel #2

• Inspector Gadget

“Inspector Gadget” informiert ständig 

über neue Tools, die die Arbeit super 

effizient machen! Heute heißt es "Chat 

GPT".

Sie haben sich gerade von Ihrem 

geistigen Eigentum verabschiedet. 

Ich hoffe, das Patent hat es noch 

rechtzeitig geschafft.

Beispiel #3

Teilen

Upload

User: John Doe

PW: MyP4ssw0rd!

office375.com
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Visibility is everything

…and context

NewEdge Network

Digital Experience 

Management

Zero Trust 

Engine

Data Protection

Threat 

Protection

Risk 

Mgmt

Business Transaction Analysis
Decrypt | Decode | Real-time Policy Control
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Vielen Dank

Kommen Sie mit uns ins Gespräch!

Boris Blago - bblago@netskope.com

Regional Sales Manager – Austria

Georg Hermann - ghermann@netskope.com

Solutions Engineer – Major Accounts
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