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The NIS 2 Directive requires organizations to fulfill the following core requirements:

1. Information Security Policy: Assess your risk level.

2. Incident Prevention, Detection, and Response: ) ¢ * ) ¢
Have plans and backup plans, run drills and train all relevant parties. ol m *
3. Business Continuity and Crisis Management DIRECTIVE
4. Supply Chain Security P + ) ¢ &
*

9. Vulnerability Disclosure




How to protect

Camera sticker below, in and above the Operating System

not to be seen

Visual Hacking

spying on the Screen Zero Day Ransomware Attack
encrypts Office documents
Thunderspy /DM Aor and asks for money
Open Chassis Attack Lost PC on Airport
Hacker takes full control where is the PC,
of the PC how to secure my data
2-Factor MFA

BIOS/UEFI Password

same on all units,
well known by many

Corrupt OS in the Hotel

no way to get back to work

what's possible -
PIN, Biometric, Smartcard

First Boot
modified Firmware, n
Malware in BIOS/UEF|, Supply Chain Reuse/Recycle

tamper with Hardware,
changed Secure Boot keys pFirmwcnre 0S how to wipe the PC
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HP WOLF SECURITY

Every PC decision
IS a Security decision

/ Thank you.
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