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NIS 2 - are you ready?

= Artikel 21, (1): “... geeignete und verhaltnismaRige
technische, operative und organisatorische
MaRnahmen ergreifen...”

= Artikel 21, (2), a): “Konzepte in Bezug auf
Risikoanalyse und Sicherheit fiir
Informationssysteme”

. Artikel 21, (2), b): “Bewaltigung von
Sicherheitsvorfallen”

. Artikel 21, (2), e): “Sicherheit der Lieferkette...”

. Artikel 21, (2), f): “Konzepte und Verfahren zur
Bewertung der Wirksamkeit von
RisikomanagementmafBnahmen...”

. Artikel 21, (3): “Die spezifischen Schwachstellen der
einzelnen unmittelbaren Anbieter und
Dienstanbieter [...] berlicksichtigen”




THE CrowdStrike Falcon Platform
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Services T T

Falcon OverWatch Falcon Complete IR Services Advisory Services

Falcon Fusion - Orchestration & Automation

XDR - Data Normalization
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UNDERSTANDING
THE THREAT LANDSCAPE



Motivations

NATION STATE ECRIME HACKTIVISM




CHINA

ECONOMIC ESPIONAGE
INTELLIGENCE COLLECTION

Nation State Goals

North Korea

CURRENCY GENERATION
ECONOMIC ESPIONAGE

IRAN

GEOPOLITICAL CAMPAIGNS
TELECOM FOCUSED

RUSSIA

INFORMATION OPERATIONS
CRITICAL INFRASTRUCTURE




Sophisticated & Symbiotic E-Crime Ecosystem
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SERVICES

CAPABILITIES ENABLING
CYBER CRIMINAL ACTIVITY

DISTRIBUTION

VEHICLES LEVERAGED FOR

DELIVERING TO VICTIMS

MONETIZATION

CAPITALIZING ON
SUCCESSFUL EXECUTION
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THREAT INTELLIGENCE FOCAL POINTS

THREAT

ADVERSARY
INTELLIGENCE

Finished & actionable
Intelligence

INSIDE your organization

N
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DIGITAL
RISK
MONITORING

Raw Intelligence

OUTSIDE your organization
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THREAT INTELLIGENCE — OUTSIDE YOUR ORGANISATION

w in English ® On

Post:

I'm selling some logins extracted directly from a

vulnerability available too.

the records are as follows:

151 customer users - fullname | email | pi

89 admin

D IN THE AFFECTED DOMAIN.

negotiable price.

7 private.

With honor and integrity, \ ard the American people, our homeland, and our values.

=
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Intelligence > Actors > FANCY BEAR [] Q search

FANCY BEAR

Russian Federation

All actors Summary Kill chain Reports
Details Actor activity
First seen date Status Actor type
Jan 2007 Active Targeted Sandbox reports
Last seen date Motivaticn Origins
Mar 2022 State-Sponsored B Russian Federation
Target industries |

Government Media

Target countries

Serbia Switzerland Sweden Malaysia Latvia Hungary China Belarus Canada Spain Slovakia Poland Threat intelligence

Intel reports
Community identifiers

Tsar Team, Swallowtail, APT28, Pawn Storm, Sofacy,

SNAKEMACKEREL, Sednit, Zebrocy, Frozen Lake, UAC-0028, Sofacy
Group, STRONTIUM, TG-4127, Tsar-Team, Iron Twilight

Endpoint detections

14

Total indicators

2 /2. 1K

Vulnerabilities

/2

Select an action




Intelligence > Actors > FANCY BEAR [] Q search

FANCY BEAR

Russian Federation

<— All actors Summary Kill chain Reports Select an action

Kill chain

Reconnaissance

Exploitation

Exploitation of client software vulnerabilities including CVE-2010-3333, CVE-2012-0158, CVE-2013-1347, CVE-2013-3897, CVE-2013-3906, CVE-2014-1761 (14 vulnerabilities found) , CVE-2014-1776, CVE-2015-51192 (28 vulnerabilities found) , CVE-2015-3043,
CVE-2015-2387, CVE-2015-2424 (28 vulnerabilities found) , CVE-2015-1642, CVE-2015-2590 (14 vulnerabilities found) , CVE-2015-1701, CVE-2015-4902 (14 vulnerabilities found) , CVE-2015-7645 (28 vulnerabilities found) , CVE-2017-0262 (14 vulnerabilities
found) , CVE-2017-0263, CVE-2017-11292 (28 vulnerabilities found) , CVE 2020-0688, CVE 2020-17144, CVE-2021-40444 (14 vulnerabilities found)

* Malicious use of the Dynamic Data Exchange (DDE) mechanism in Microsoft Office documents

* Use of lure emalls and spoof login pages to socially-engineer targets into inputting account credentials

Collection of public and privileged documents for use as credible lures to enable malware delivery

Creation of documents to deliver malware through the exploitation of client software

Delivery

Delivery of spearphishing emails containing malicious file attachments
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Vulnerabilities

SAVE FILTER Choose Filter

Q, © Status:Closed X  Suppression status: X Actors: X 231 vulnerabilities found on 11 hosts APPLY FILTER

ExPRT rating Severity Status Opened within Vendor & product Last seen within Exploit status

Critical Critical Open Last week Adobe Flash Player NPAPI Last 3 days Actively used (critical)
High Last 14 days Microsoft Word Last week Easily accessible Chigh, critical)
Medium Last 30 days Microsoft Windows 10 Last 14 days Available (medium, high, critic...
Last 60 days Oracle JRE Last 30 days Unproven
Last 90 days Microsoft Office Last 45 days

Q +Q +Q

Group by Host S Create scheduled report EXPORT REPORT | x —

Hostname Type ou CVE IDs Vulnerabilities Remediations Available exploits (... Critical High Actions

SE-PSC-WIN10-BL Workstation 14 21 7 21 4 16 L & =
SE-PSC-WIN10-DT ~ Workstation 14 2 7 21 4 16 2 R &
SE-PSC-WIN10-BL Workstation 14 21 7 21 4 16 L& =
SE-PSC-WIN10-CO  Workstation 14 21 7 21 4 16 2 Rz
SE-PSC-WIN10-DT ~ Workstation 14 21 7 21 4 16 L& =
SE-PSC-WIN1O-DT ~ Workstation 14 21 7 21 4 16 O £ &
SE-PSC-WIN10-BL Workstation 14 2 7 21 4 16 L K &
SE-PSC-WIN10-CO  Workstation 14 21 7 21 4 16 L & =
SE-PSC-WIN10-CO  Workstation 14 2 7 21 4 16 L R &
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CROWDSTRIKE

FALCON XDR:
UNIFY SIGNALS TO FIND THE MOST SOPHISTICATED ATTACKS

I — N 951 Identify: Custom & CrowdStrike
=  created detections

T R 7z
O — f% - Parse N ‘ 3 g
T d < @ X Orient: Native cross-domain
> graph explorer
Endpoint Identity Cloud

E Enrich with Oo
v telemetry & oyo B _
threat in¥e| o°o Hunt: Unified cross-domain

= : . L
N "% Normalize @ Investigations
@ Q M Correlate
¢
D

WEl CASB Email ;2‘; Advanced @ Respond: Surgical response
analytics = for native & third-party tools

Map to
Schema
&5 %o -
+3y  Automate: Native SOAR

Network Firewall T & automates repetitive tasks
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XDR-STH-WIN10-1

54192.76.22
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Suspicious Web Proxy Allowed Activity (2)

@ Web indicator

Ewvent time

Oct. 27, 2022 83:18:51

Tactic & technigue

Log source

Zscaler

Command and Control via Application Layer Protocol

Domain

Web

Description

Suspicious allowed web proxy activity observed.

Allowed

ApplicaticnMame

General Browsing

DataDomain

Web

HTTPRequestMethod

CONMECT
MalwareCategory
MNone

Product

XDR

Reason
Allowed

RemoteAddressiP4

18.65.229.61

18.65.229.61
ApplicationClass
General Browsing

ContentType

Other

EventlD
95

HTTPResponseCode

200

MalwareClass

Mone

Protocal

HTTP_PROXY

RefererlURL

MNone

RemaoteHostname

d13a9k2cw5p3go.cloudfront.net




| ™. ! f§ Activity > Incidents > SE-PSC-WIN10-DT at 2022-05-10T08:29:00Z > Graph [] Q Search Activity@81c2fcb3  Philip Scheidl SE Demo +

Summary Table Graph Events timeline Filter by time ~ /
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whoami . exe
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winminit. exe .fr-'\-'_'pf. BXe @r-_’. exe

BBETIFAFFI: 1389805 SmSS . exe
SE-PSC-WIN1@-DT . .
; OUTLOOK . EXE . WINWORD . EXE @ powershell.exe @ powershell  exe . powershell , exe

.w‘.nl:\:’."' exe . smerinit, exe
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wevtutil.e .
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\ X . omd. exe systeminfo.exe
I 5¢-Psc-minne-aL P PLLLLL Pl P svehost exe ® BniPrVSE  exe . end. axe

PING . EXE

« o« Ckdoor . XTunnel . exe




I_V

Il Pingldentity.
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A\ Nicrosoft Azure
/AD
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FORGEROCK

&> zscaler

‘cLounFLAnE'

[ MEplLo]
SECURITY

&> zscaler

netskope

Falcon Insight XDR
with threat intel

Ee

Falcon Identity
Protection

(o
Falcon Horizon
& CWP

N

Falcon for
Mobile

=

Falcon Spotlight
& Discover

mimecast

proofpoint.

i
cisco

Secure Email
Gateway

BB Microsoft 365
Defender for 0365D

isibility across all key security domai
leading third-party vendors

C corelight

‘=@ ExtraHop

VECTRA

vl
ciIsco

Secure Analytics

and
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“80% OF DATA BREACHES HAVE A CONNECTION
TO COMPROMISED PRIVILEGED CREDENTIALS”

- FORRESTER RESEARCH



Execution .

Identity
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OFTEN, THEY ARE STARTING HERE
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ights

Overview
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CROWDSTRIKE

Identity-Based Incidents Policy Reports Th,

Privileged Endpoints Risk Analysis

Goal Reduce Attack Surface v Scope ENTERPRISETHATISSECURE.C... v

Severity

‘ High

Medium

Medium

9.2

High

Risk

Accounts with Privileged SID

Kerberos Pre-Authentication for TGT is not Required

Poorly Protected Account with SPN

SNIE Signing Cisablad

FALCON IDENTITY THREAT DETECTION

* Understand what privileged accounts exist

* Understand where privileged accounts are
used

= |dentify service accounts

" |dentify stale accounts

= Assess the risk associated with accounts

= Assess risk associated with account usage

* |[dentity store stitching and correlation



CROWDSTRIKE

ights Identity-Based Incidents

Analytics Manage Rules

Rule

Anomalous Authentication

3

Identity Verification

Search Users

Time

Wed, Jul 14th 2021,
12:07 PM

Wed, Jul 14th 2021,
9:12 AM

Wed, Jul 14th 2021,
2:53 AM

Settings

Rule

Anomalous

Authentication

Anomalous

Authentication

Anomalous

Authentication

Policy Reports

Match Count

3

Trigger

Access

Access

Threat h

Action

Identity

Verification

Identity
Verificatio

User Match (

FALCON IDENTITY THREAT PROTECTION

" Trust.. and verify

= Automatically enforce conditional access
on anomalous activity

* Create bespoke rules that allow, block, or
challenge high-risk identity activity

" Integrate with current identity stores for a
zero-friction end-user experience

= Stop adversaries in their tracks
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. CROWDSTRIKE

BEFORE

Your digital footprint is becoming complex

Off-prem
Domain | IPs | Web Servers | 10T |
Workloads | Applications | Identity

A
‘\\")’

VPN

On-prem
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Falcon
Platform

Supply Chain

Analysis
Vulnerability
Mapping e
. \ 8

Realtime Asset

Discovery

Accelerated a
=

Response
Service
\ Now (VRM)
€
A

5]

Internet

2
o FALCON
24/7 Proprietary SURFACE
External Attack
Surface Mapping
SIEM
Guided Rich Adversary =
Remediation Intel
Steps
[
Context based / O
Risk Score 28 # e
X rd Party
V)ulnerablllty
XD Managers

Risk
Prioritization

Internet scale mapping of exposures with full business context, empowering
security teams to eliminate all unknown asset exposures in real time
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ASSESS MERGERS AND ACQUISITIONS SOLUTION
GAIN COMPLETE VISIBILITY OF SHADOW IT AND UNKNOWN RISKS RELATING TO YOUR
SUBSIDIARIES.

e Automate ecosystem mapping, no user
input is needed

e Reveal your subsidiaries’ unknown
risks, see exactly how they affect your

overall security posture.

e Resolve risks before they are exploited




crowosTrike [JUSEGASEN

CONTROL ASSET INVENTORY SOLUTION
FIND YOUR UNKNOWN EXPOSED ASSETS ACROSS THE ENTIRE INTERNET.

“GROWDSTRIKE Inventory

e Maintain an overarching
view of your entire attack
surface

e Stayon top of asset
inventory changes in real-
time

Qi A
: ¢

‘_a\

m @ b~

e Utilize our multi-location &
adaptive indexing
techniques for fresh &
accurate data




CROWDSTRIKE

FALCON MAPS THE WORLD’S INTERNET EXPOSURES IN REAL-TIME

Exposed File
Server

=
[ = — ]
Exposed T

Database @

©

S

¢ Data
Leakage
Misconfigured
S3 Bucket

Q0 (2) ©

Scan the entire internet for exposed Create exposed asset inventory and Prioritize risk and generate guided
assets analyze security posture remediation steps
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YGROWDSTRIKE

Q Explore

Analytics

&4 Trends

-: Ecosystem

Manage
Inventory
Optimizer
Alerts
Inbox
Issues

Grouping

Do you know your external attack surface?

Overview

Risk Score

(=)

303

New Identified Services

27

Platforms By Issues

811K

Open Issues

36.9

K

442K

805

Critical Open Issues &

Security Services Benchmark

Web Assets

Remote Access

Storage & Backups

Network Assets

@ Low Medium

Subsidiaries

High @] Critical

Subsidiaries

Feeney-Lang ~ @

FILTERS

Categories

FALCON SURFACE



MANAGED DETECTION & RESPONSE CROWDSTRIKE
(MDR)

FALCON COMPLETE XDR

EXPERTS IN FALCON PLATFORM

Certified analysts, 100% focused on stopping breaches

EXPERTS IN INCIDENT RESPONSE

Years of DFIR experience, PIONEERED remote
remediation as a core competency

ALWAYS IMPROVING

Every day building countermeasures to respond to the
latest threats the moment they emerge

MISSION:

Manage, monitor, and remediate threats
24/7/365

P .

©2022 CROWDSTRIKE, INC. ALL RIGHTS RESERVED. /



\CROWDSTRI KE

A PROVEN SECURITY LEADER

Leader In Validated
Gartner ¢ FORRESTER  =IDC MITRE o AV ¢ g, 5F | aps

Compliance & Certifications

EPHVOCY Shield @ w aws {J¥ competency g’; %FIEC
FedRAMP \/
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THANK YOU



	Folie 1: Sehen wie ein Angreifer  und was NIS2 damit zu tun hat 
	Folie 2: We Stop Breaches
	Folie 3: NIS 2 - are you ready?
	Folie 4:  THE CrowdStrike Falcon Platform 
	Folie 5
	Folie 6: Motivations
	Folie 7: Nation State Goals
	Folie 8: Sophisticated & Symbiotic E-Crime Ecosystem 
	Folie 9: THREAT INTELLIGENCE FOCAL POINTS
	Folie 10: THREAT INTELLIGENCE – OUTSIDE YOUR ORGANISATION
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15: FALCON XDR:   Unify signals to find the most sophisticated attacks  across the enterprise
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21: Often, They are starting here
	Folie 22: Falcon Identity Threat Detection
	Folie 23: Falcon Identity Threat Protection
	Folie 24
	Folie 25: Your digital footprint is becoming complex
	Folie 26
	Folie 27: Assess Mergers and Acquisitions Solution Gain complete visibility of shadow IT and unknown risks relating to your subsidiaries.  
	Folie 28: Control Asset Inventory Solution  Find your unknown exposed assets across the entire internet.   
	Folie 29: Falcon Surface maps the world’s internet exposures in real-time
	Folie 30: Do you know your external attack surface?
	Folie 31
	Folie 32: A Proven Security Leader
	Folie 33

