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Wolfgang Schwed, Regional Sales Manager Österreich

Sehen wie ein Angreifer

und was NIS2 damit zu tun hat
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We Stop 
Breaches
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▪ Artikel 21, (1): “… geeignete und verhältnismäßige 
technische, operative und organisatorische 
Maßnahmen ergreifen…”

▪ Artikel 21, (2), a): “Konzepte in Bezug auf 
Risikoanalyse und Sicherheit für 
Informationssysteme”

▪ Artikel 21, (2), b): “Bewältigung von 
Sicherheitsvorfällen”

▪ Artikel 21, (2), e): “Sicherheit der Lieferkette…”

▪ Artikel 21, (2), f): “Konzepte und Verfahren zur 
Bewertung der Wirksamkeit von 
Risikomanagementmaßnahmen…”

▪ Artikel 21, (3): “Die spezifischen Schwachstellen der 
einzelnen unmittelbaren Anbieter und 
Dienstanbieter […] berücksichtigen”

NIS 2 - are you ready?
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Falcon OverWatch Falcon Complete IR Services Advisory Services

Services

Asset GraphIntel  Graph

CrowdStrike Data Fabric

Falcon Fusion - Orchestration & Automation

CrowdStrike Security Cloud

Threat Graph APIs CrowdStrike Store

XDR - Data Normalization 

Observability

THE CrowdStrike Falcon Platform 

Security 
& IT Ops

Identity
Protection

Threat 
Intelligence

Cloud 
Security

Endpoint Security 
& XDR



UNDERSTANDING
THE THREAT LANDSCAPE
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Motivations

NATION STATE ECRIME HACKTIVISM
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Nation State Goals

CHINA North Korea IRAN RUSSIA

ECONOMIC ESPIONAGE
INTELLIGENCE COLLECTION

CURRENCY GENERATION
ECONOMIC ESPIONAGE

GEOPOLITICAL CAMPAIGNS
TELECOM FOCUSED

INFORMATION OPERATIONS
CRITICAL INFRASTRUCTURE
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Sophisticated & Symbiotic E-Crime Ecosystem 

SERVICES DISTRIBUTION MONETIZATION

CAPABILITIES ENABLING
CYBER CRIMINAL ACTIVITY

VEHICLES LEVERAGED FOR
DELIVERING TO VICTIMS

CAPITALIZING ON
SUCCESSFUL EXECUTION
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THREAT INTELLIGENCE FOCAL POINTS

THREAT 

ADVERSARY

INTELLIGENCE

DIGITAL

RISK

MONITORING

Finished & actionable 
Intelligence

Raw Intelligence

INSIDE your organization OUTSIDE your organization
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THREAT INTELLIGENCE – OUTSIDE YOUR ORGANISATION

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



2023 CrowdStrike, Inc. All rights reserved.

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



2023 CrowdStrike, Inc. All rights reserved.

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



2023 CrowdStrike, Inc. All rights reserved.

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

SEHEN WIE EIN 
ANGREIFER –

IM UNTERNEHMEN



FALCON XDR:  
UNIFY SIGNALS TO FIND THE MOST SOPHISTICATED ATTACKS 

ACROSS THE ENTERPRISE

Correlate

Hunt: Unified cross-domain 

investigations

ActionIngest

Endpoint Cloud

Network

Identity

Web CASB Email

Firewall

Advanced 

analytics

Parse

Map to

Schema

Enrich with 

telemetry & 

threat intel

Analyze

Orient: Native cross-domain 

graph explorer

Automate: Native SOAR 

automates repetitive tasks

Respond: Surgical response 

for native & third-party tools

Normalize

Identify: Custom & CrowdStrike 

created detections 





CROWDSTRIKE



Identity/SSO
Web security

(SWG)

Cloud access security

broker (CASB)
CrowdStrike Email

Network detection

& response (NDR)
Firewall

Falcon Horizon

& CWP

Falcon Identity 

Protection
ASA and 

Secure 

Firewall

Falcon Insight XDR 

with threat intel 

Falcon for

Mobile

Visibility across all key security domains and 
leading third-party vendors

/AD

Defender for O365D

Secure Email 
Gateway

Secure Analytics

Falcon Spotlight 

& Discover
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SEHEN WIE EIN 
ANGREIFER –
IDENTITIES



“80% OF DATA BREACHES HAVE A CONNECTION 
TO COMPROMISED PRIVILEGED CREDENTIALS”

- FORRESTER RESEARCH



Initial 
Access

• TA0001

Discovery • TA0007

Privilege 
Escalation

• TA0004

Credential 
Access

• TA0006

Lateral 
Movement

• TA0008

Impact • TA0040
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OFTEN, THEY ARE STARTING HERE

Execution

Identity



▪ Understand what privileged accounts exist

▪ Understand where privileged accounts are 
used

▪ Identify service accounts

▪ Identify stale accounts 

▪ Assess the risk associated with accounts

▪ Assess risk associated with account usage

▪ Identity store stitching and correlation

FALCON IDENTITY THREAT DETECTION
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▪ Trust… and verify

▪ Automatically enforce conditional access 
on anomalous activity

▪ Create bespoke rules that  allow, block, or 
challenge high-risk identity activity

▪ Integrate with current identity stores for a 
zero-friction end-user experience

▪ Stop adversaries in their tracks 

FALCON IDENTITY THREAT PROTECTION
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SEHEN WIE EIN 
ANGREIFER –
EXTERN



Your digital footprint is becoming complex

DMZ

INT

PaaS SaaS

BEFORE NOW

VPN

VPN

INT

VPN

Domain | IPs | Web Servers | IoT | 
Workloads | Applications | Identity 

?
?

On-prem On-prem

Off-prem

?



FALCON 
SURFACE

IP Addresses Supply Chain 
Analysis

Domains

SSL Certs

IoT/OT

Network 
Services

Application 
Servers

Workloads

SIEM

SOAR

Service 
Now (VRM)

3rd Party
Vulnerability 

Managers

24/7 Proprietary 
External Attack 

Surface Mapping

Realtime Asset 
Discovery

Vulnerability 
Mapping

Rich Adversary
Intel

Risk 
Prioritization

Guided 
Remediation 

Steps

Accelerated 
Response

APIs

Falcon
Platform

Internet

Context based 
Risk Score

Internet scale mapping of exposures with full business context, empowering 
security teams to eliminate all unknown asset exposures in real timeRogue 

Assets



ASSESS MERGERS AND ACQUISITIONS SOLUTION
GAIN COMPLETE VISIBILITY OF SHADOW IT AND UNKNOWN RISKS RELATING TO YOUR 

SUBSIDIARIES. 

● Automate ecosystem mapping, no user 
input is needed

● Reveal your subsidiaries’ unknown 
risks, see exactly how they affect your 
overall security posture.

● Resolve risks before they are exploited

USE CASE



CONTROL ASSET INVENTORY SOLUTION 
FIND YOUR UNKNOWN EXPOSED ASSETS ACROSS THE ENTIRE INTERNET.  

● Maintain an overarching 
view of your entire attack 
surface

● Stay on top of asset 
inventory changes in real-
time

● Utilize our multi-location & 
adaptive indexing 
techniques for fresh & 
accurate data

USE CASE



FALCON SURFACE MAPS THE WORLD’S INTERNET EXPOSURES IN REAL-TIME

Data 
Leakage

Misconfigured 
S3 Bucket

Exposed File 
Server

Exposed 
Database

Scan the entire internet for exposed 
assets

Create exposed asset inventory and 
analyze security posture

Prioritize risk and generate guided 
remediation steps

1 2 3



Do you know your external attack surface?

BOOK YOUR DEMO TODAY

FALCON SURFACE



CROWDSTRIKE
FALCON COMPLETE XDR

EXPERTS IN INCIDENT RESPONSE

Years of DFIR experience, PIONEERED remote 
remediation as a core competency

ALWAYS IMPROVING

Every day building countermeasures to respond to the 
latest threats the moment they emerge

EXPERTS IN FALCON PLATFORM

Certified analysts, 100% focused on stopping breaches

MISSION:

Manage, monitor, and remediate threats 
24/7/365
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MANAGED DETECTION & RESPONSE
(MDR)



A PROVEN SECURITY LEADER

Compliance & Certifications

Validated
• •

Leader In
• •



THANK YOU
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