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ANOVIS 24/7 MANAGED SERVICES
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Security

NGFW/NGIPS LAN
SD-WAN
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UNSER 24/7 MANAGED SERVICE - IHR
UNGESTORTER BETRIEB

Die Verfugbarkeit Ihrer IT-Services steht fuUr Anovis an erster Stelle
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WHAT WE PROVIDE

Our next-gen platforms
enable cyber transformation

@ « o

Network Security Cloud Security Security Operations
STRATA PRISMA CLOUD CORTEX
Best-in-class security Comprehensive platform A new approach to SOC
delivered across hardware, to secure everything that with fully integrated data,
software and SASE runs in the cloud analytics and automation

24

World-renowned threat intelligence, cyber risk management and advisory services




BEST OF BREED ACROSS THE BOARD

LEADING THE WAY IN CYBERSECURITY INNOVATION

ACROSS 15 CATEGORIES

NGFW

A Leader in
Gartner Magic
Quadrant Network

SD-WAN

A Leader in
Gartner Magic
Quadrant SD-WAN

SSE

A Leader in
Gartner Magic
Quadrant Security

Firewalls Service Edge
Gartner. Gartner. Gartner.
S J
N\ e D\
ZTNA EPP/XDR CSPM
A Leader in A Leader in A Leatlier in
Forrester Forrester Endpoint GigaOm's Cloud

Zero Trust Network
Access New Wave

FORRESTER

Security Software
As A Service Wave

FORRESTER

Security Posture
Management Radar

GIGAOM

More leadership categories:
e A Leader in Forrester Zero Trust Extended Ecosystem

Wave

Frost & Sullivan Global Company of the Year Award
for SASE

A Leader in GigaOm Developer Security Tools Radar
A Leader in GigaOm OT Security Radar
A Leader in Forrester Cloud Workload Security Wave

Outperformer Leader in GigaOm Vulnerability
Management Radar

Leader in KuppingerCole Security Orchestration
Automation & Response Leadership Compass

Outperformer Leader in GigaOm Attack Surface
Management Radar

Leadership In Critical Third Party Assessments

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the
opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular
purpose. The Gartner content described herein (the “Gartner Content”) represent(s) research opinion or viewpoints published, as part of a syndicated subscription service, by Gartner, Inc. ("Gartner"),and are not representations of fact. Gartner Content
speaks as of its original publication date (and not as of the date of this analyst day), and the opinions expressed in the Gartner Content are subject to change without notice.




Why are we also leader in
SASE?

9 | ©2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



A Leader in the 2023 Gartner® Magic Quadrant™ for Single-Vendor SASE

/ ' Figure 1: Magic Quadrant for Single-Vendor SASE

Palo Alto Networks is the ONLYLEADER in
the Gartner Magic Quadrant for Single-
_—~  Vendor SASE

*Gartner, Magic Quadrant for Single-Vendor SASE, Andrew Lerner, Jonathan Forest, Neil MacDonald, Nat Smith, Charlie Winckless, 17 August 2023

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon
request from Palo Alto Networks.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or
other designation. Gartner research publications consist of the opinions of Gartner's research organization and should ot be construed as statements of fact. Gartner disclaims all
warranties, expressed or implied, with respect to this research, including any warranties of merchantabilty or fitness for a particular purpose.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, Magic Quadrant is a registered trademark of Gartner, Inc. and/or

its affiliates and is used herein with permission. All rights reserved. i ¢ Gartner Ir

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Key SASE Projects Customers Are Planning

Private App Access Internet Access
ZTNA Project SWG Project

SaaS App Access
CASB Project

Branch Connectivity Digital Experience

SD-WAN Project

T | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information

DEM Project



A Fragmented Approach Creates Challenges

i =l W B =

ZTNA Project

SD-WAN Project

Inconsistent user Poor security
experience posture

12 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information
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DEM Project

IT complexity



Prisma SASE Is the Industry’s Most Complete SASE Solution

Internet Public Cloud SaaS HQ Data Center

Prisma SASE

Private App Access Internet Access SaaS App Access Branch Connectivity Digital Experience
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Branch/Retail Home Mobile
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What Does Al-Powered SASE Actually Mean for You?

Good Data Makes Al + ML Deliver Zero- Attack Prevention
for Great Al Day Detection Happens Inline
Our Security Services The escalating threat Moving detection
have a tremendous landscape requires a inline prevents even the
network effect new approach first attack
Each day we analyze Each day we detect Each day we block* nearly
new and unique events new and unique attacks attacks

*Estimated by averaging number of preventions per FWwhere telemetry is enabled by the total number of firewalls in use



Thé future df SASEls A[—PoWered.
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AI Is Drlvmg Transformatlonal Qutcomes
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Mix-n-Match SASE Can’t Deliver on Security & Operability

Work Laptop

Devices

Wi-Fi

SP Middle
Mile

Internet

Zoom

workday.

O

SaaS Apps

ZTNA

Enterprise Apps




Prisma SASE: End-to-End control of everything

PRISMA SASE

Internet
zoo0m
wérkdby.

WAN SaaS Apps

Prisma
Access

Enterprise Apps

Devices



Al-Powered Prisma SASE Unlocks the Power of Data

S AR A e

Inline ML protects Al-powered insights and Proactively resolve incidents
against up to 95% of resolutions for the best with Al-based diagnosis and
unknown threats user experience predictive analytics



The industry’s
first AIOps solution natively
integrated into SASE.

nnnnnn



21 | © 2023 Palo Alto Networks, Inc. All rights resﬁved.’l_?roﬁfie‘far?a—rrdconfidentiaI information.




IT Operations Teams Are Dealing with Greater Complexity

Reduced productivity

Incident detection, isolation,
and response takes too long




Al Copilot for SASE

% 1 ox

I»

Good morning, Priya!

Since 11 hours ago v , Prisma Access processed 5 GB of data and blocked 2.6K threats to provide secure access to all 2112 users.

2977 2112 6 327 1100

Users with Good Experience Critical Open Incidents Malicious Files Blocked Malicious URLs Blocked

Search History Q Type your question here
-9
[ T —— s Recommended & Popular 8 Explore
* How'’s Slack performing in my network? Give me a breakdown of security How many open incidents are there Visibility into the health and usage
threats in my network? of the network
9 Give me a breakdown of security threats
Give me a breakdown of threats by How many users have disabled Configuration assistance and audit
? severity in the last 7 days Global Protect? validation
2 How's Slack performing in my How many policies were enforced in Understand and validate feature
network? the last 24 hours? behavior
>
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Al Copilot for SASE

o0iox . .
% Applications subtenant2
sase ¢
G O O d m O r n | n g, Prisma Access ZTNA Connector Targets Inbound Access Prisma SD-WAN
[ ] . | —
Priya! 9 Past7Days v | | [ AllApplications v | | RiskScore:All X | | Category X | | Sub-Category X | Y Add Filter Reset
a
| a Since 11 hoursago v , Prisma Access
processed 5 GB of data and blocked Total Data Transfer @ 2.4 GB 1t +70% Applications by Risk Score @
V] 2.6K threats to provide secure access
to all 2112 users. Data Transferby = Destination v
o v vsersoc [ o5 51800 ons
‘
£ 8 i 2.000 it
__/_/—\/-/ Remote Networks OC [ 0.25 , 300 Apps
4 - Applications
200 Apps
Mobile Users Internet [N 035
[ 100 Apps
0@0O0
Remote Networks Internet - 0.15
Prisma Access Applications (2,000) Search Q||m|| = Manage Tests
Recent Favorites Popular Explore
Search History Q Application Category Usage @ Total Threats App Risk Score @ Tags Use
yase Saa$ 100.5GB 453 Sanctioned, Web App, & 2 more |20
.3 Last Three Prompts Github-base Saas 100.5GB 5 Sanctioned [20
“onfiuence-base . 5 i 65
a S B i Confiuence-base Saas 1005 GB (1] Sanctioned 3
Jira-base Saas 1005G8 5 (1] Sanctioned [es
? ; g
How's Slack performing i aw netork > Zoom-base Saa$ 1005 GB 5 1] Sanctioned [es.
N
- Okta-base Saas 100.5 GB 5 Sanctioned [es
& Figma-base Saas 1005G8 5 Sanctioned 3
o Salesforce-base Saas 1005G8 5 Sanctioned 85
| Type your question here Alrtable-base Saas 100.5GB 5 Sanctioned [0
web-browsing general-internet 100.5 GB 5 1] Sanctioned Mo
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Al Copilot for SASE

#%  Applications

SASE

| &
]

?

o & »

v

Prisma Access

ﬂ Past 7 Days v

Total Data Transfer @

Data Transfer by = Destination

ZTNA Connector Targets

5 All Applications v

v

Inbound Access

Risk Score: All X

Prisma SD-WAN

Category X

Sub-Category X

Y Add Filter

2.4 GB t 0%

Remote Networks DC

Remote Networks Internet.

Prisma Access Applications (2,000)

Application
Slack-base
Github-base
Confluence-base
Jira-base
Zoom-base
Okta-base
Figma-base
Salesforce-base
Airtable-base

web-browsing

25 | © 2022 Palo Alto Networks, Inc. All rights reserved

Category
SaaS
SaaS
SaaS

SaaS

general-internet

Usage @
100.5 GB
100.5 GB
100.5 GB
100.5 GB
100.5 GB
100.5 GB
100.5 GB
100.5 GB
100.5 GB

100.5 GB

Total Threats

. Proprietary and confidential information.

App Risk Score @

- -0 - - I - -

=)

- - -

Tags

Sanctioned, Web App, & 2 more
Sanctioned

Sanctioned

Sanctioned

Sanctioned

Sanctioned

Sanctioned

Sanctioned

Sanctioned

Sanctioned

Applications by Risk Score @

&
2,000

Applications

Search o}

User Experience Score @ |
——
-——

& (& (& (8] (]

[ =

_/ﬁ

Monitor App to View Health

Subtenant 2

Reset

5 800 Apps
18 500 Apps
300 Apps
B 200 Apps

18 100 Apps

* Manage Tests

Site Experience Score @
-
e

fr—
_/f

EEEH?HEE@I

Monitor App to View Health
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Zero Trust Network Access
ZTNA



ZTNA 2.0: Zero Trust with Zero Exceptions

Hybrid
Workers

Least-Privileged
Access

<
<«

0 PRISMA ACCESS

Secures
ZTNA 2.0
@8 All Apps
User-ID
L -Privil
CONTINUOUS 5 =t sdee
TRUST " Access
VERIFICATION i
Deyice-D  App-iD SE,’ Continuous Trust
App Verification
ao
— Continuous Security
App Inspection
- SS
CONTINUOUS Protects All Data
SECURITY App
INSPECTI
SE’ Secures All Apps
App



New Options for Onboarding Applications into ZTNA
@ Data Center

4 PRISMA ACCESS

~

SERVICE CONNECTION

Public Cloud
Data Center

CONTINUOUS
TRUST
VERIFICATION

10.100.2.21

Hybrid
Worker

ZTNA CONNECTOR

Www.myapp.com

CONTINUOUS
SECURITY
INSPECTION

Remote
Network




The future of SASE is Al-Powered.
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