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More than 30 years of history

1989
AIDS TROJAN

2015
TESLACRYPT

2016
PETYA

2016
POWERWARE

2017
WANNACRY

2017
THUNDERCRYPT

2018
GANDCRAB

2019
SODINOKIBI

2020
MAZE

2021
Conti

2021
REVIL

2013
CRYPTOLOCKER

2016
LOCKY

2016
JIGSAW

2016
ZCRYPTOR

2017
GOLDENEYE

2017
RYUK

2019
MAZE 
DOUBLE EXTORTION

2020
REVIL

2020
RYUK

2021
DARKSIDE

2022
LOCKBIT

A ransomware attack took place every 11 seconds in 2021
Ransomware will strike every 2 seconds by 2031 - Cybersecurity Ventures 



The Big Business of Ransomware

Insurance Company / USA
6’700 Employees

Annual revenue for 2020 was $10.808B

March 2021
$40M Payout after negotiation 

vs $60M

Phoenix Locker

Meat Supplier / Brazil
250’00 Employees

Annual revenue for 2020 was $52.42B

May 2021
$11M Payout after negotiation 

vs. $22.5M

Revil

Chemical distribution / Germany
17’000 Employees

Annual revenue for 2020 was $13.452B

May 2021
$4.4M Payout after negotiation 

vs. $7.5M

DarkSide



Double extortion and Beyond

Encryption

Victims pay to regain access 
to encrypted data and 
compromised services that 
stop working because data 
and files are encrypted.

1

Data Theft

Cybercriminals steal data 
and promise not to sell it if a 
ransom is paid off.

2

Denial of Service

Cybercriminals launch denial 
of service attacks that shut 
down a victim’s service.

3

Harassment

Cybercriminals contact 
victims’ customers, business 
partners, employees and 
media to tell them the 
organization was hacked.

4



From Ransomware to RansomOps

01

02

03

04
Initial Access Brokers (IABs)

 Infiltrate target networks, 
establish persistence and move 

laterally to compromise as much 
of the network as possible, then 
sell access to other threat actors

Ransomware-as-a-Service (RaaS) 

Providers: Supply the actual 
ransomware code, the payment 

mechanisms, handle negotiations 
with the target and provide other 

“customer service” resources to both 
the attackers and the victims

Cryptocurrency Exchanges 

Launder the extorted proceeds

Ransomware Affiliates 

Contract with the RaaS provider, 
select the targeted organisations 
and then carry out the actual 
ransomware attack



lockbit 3.0 : Following and facing trends



Merry Christmas and Happy new year



THANK 
YOU.


