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„Spotting the Breach“
Warum MDR und KI ein GameChanger ist!



“
Qualität bedeutet, das Richtige zu tun, 

wenn keiner zuschaut!

Willy Meurer
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Die Zukunft ist jetzt!
..und auch Ihr CFO kann sich entspannen ;-)







Hello! How can I help you with this incident?

Provide summary of incident, focus on attack chain 
steps and provide result in bullet points.

The incident involves the execution of trusted utilities and 
access of malicious files by user alex.hayden on the 
computer msp-salesmngr.mspcompany.local. The attack 
chain steps are as follows:
• Execution of trusted utilities (whoami.exe, net.exe, 

net1.exe) from PowerShell to gather information about 
system users and domain-level groups.

• Access of multiple malicious files (winpeasx64.exe, 
winpeasany.exe, winpeasany_ofs.exe, gmer.exe, 
winpeasx86_ofs.exe, winpeasx64_ofs.exe) by Windows 
File Explorer, leading to detection of 
MSIL/HackTool.Agent.OS threat.

• Execution of processhacker.exe, loading of 
kprocesshacker.sys and access of LSASS process, 
indicating potential credential dumping.

• Use of PsExec tool and PowerShell for remote program 
execution.

• Creation of a minidump of LSASS process memory and 
attempts to add and hide user accounts.

• Installation of AnyDesk with settings associated with 
Conti ransomware gang.

• Use of 7zip utility to create a password-protected 
archive file and clearing of the Application event log.

The result of the incident includes the detection of 
MSIL/HackTool.Agent.OS threat and potential post-
compromise communication using AnyDesk ID.
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a method for maintaining persistence.



What techniques adversary used for credential access.

The adversary used the following techniques for credential 
access:
• Execution of processhacker.exe and loading of 

kprocesshacker.sys to access LSASS process, indicating 
potential credential dumping

• Creation of a minidump of LSASS process memory using 
rundll32.exe and comsvcs.dll

• Attempts to add, hide, and set passwords for user 
accounts using net.exe, lsass.exe, and reg.exe

What technique adversary used to maintain persistence?

The adversary used the technique of installing AnyDesk 
with settings to start on boot silently, and creating a 
shortcut file in the common startup folder, which indicates 
a method for maintaining persistence.

Provide more details about anydesk installation.

The AnyDesk remote desktop software was silently installed 
using anydesk.exe with settings to start on boot. The 
installation command used was “—install 
C:\ProgramData\AnyDesk –start-with-win –silent”. This 
technique was observed to be used by the Conti 
ransomware gang. The process was initiated by the system 
user (nt authority\system) from the command line 
interpreted cmd.exe. The executable has a trusted 
reputation and is signed by AnyDesk Software GmbH.



MDR vs. ROI:

Unternehmen mit 120 MA
erhöhter Schutzbedarf

ESET PROTECT MDR
6,64 EUR pro Monat/User

Unternehmen mit 500 MA
kritische Infrastruktur

ESET PROTECT MDR Ultimate
8,30 EUR pro Monat/User







“
Die Welt wird nicht bedroht von den 

Menschen, die böse sind, sondern von 

denen, die das Böse zulassen

Albert Einstein
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