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Executives are now demanding those in 
charge of cyber security to financially 

quantify cyber risks facing their 
organizations
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With rising cyber threats and a lack of methods to quantify the herewith related cyber risks, cIQ provides a validated and 
data-based approach to support companies in managing their cyber risks 

Cyber risk quantification with cIQ 

of board members believe their organization 
lacks sufficient protection

81%

...yet cyber risk is not managed sufficiently...

expected increase in economic impact of cyber-crimes 
per year over the next five years

15%

€9T estimated damage by cyber threats by 2025.

Cyber threats are on the rise...

of C-level managers cannot quantify cyber risks 
sufficiently

98%

... and it cannot be quantified.

cIQ enables leaders of complex companies to efficiently manage their cyber risks with 
quantified financial metrics

The top-down approach supports strategic decision-making and can complement existing 
bottom-up risk assessment

Cyber Inspection & Quantification (cIQ) tool

Aggregated data input and 
intuitive web tool leading to 

quick result output

Lean and fast

Quantification successfully 
used for multiple clients of all 

industries and sizes

Proven

Repeatable top-down 
quantification approach 

based on industry standards

Standardized

Sustainable tool based on 
one of the world’s largest 
cyber insurance portfolios

Data-backed
Data model built and 

operated by senior cyber 
experts & underwriters with 

years of experience

Expert-driven
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cIQ offering supports in answering pressing questions by the board of management

cIQ value proposition | Addressees and offerings

Board

CISO

CFO

“Which areas of business 

have the highest cyber 

risk?”

“What is the possible 

financial impact of our top 

cyber risks to our 

business?”

“Where are our strategies 

and roadmaps to close our 

biggest gaps?”

cIQ leverages cyber risk quantification for strategic decision-making in cyber risk management

“Are we effectively 

managing cyber risk?”

Cost Transparency

cIQ provides an overview of the 
organization’s exposure to cyber 
risks, a detailed analysis of their 

information security and risk 
metrics for their top risks

Risk monitoring

cIQ is a standardized and 
repeatable approach that allows  
recurring assessments in order 

to monitor risks and track 
security improvements

Defense optimization

cIQ enables detailed 
recommendations to improve 

the security posture by 
simulating the effects of 
possible security changes

Scenario planning

cIQ supports the organization in 
strategic decision-making by 

analyzing the defense 
capabilities and identifying top 

risk scenarios

CRO

cIQ

“How do we identify the 

areas where improvements 

are needed most?”
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Leveraging an extensive database and years of cyber insurance experience, drivers and cost components of large cyber 
losses are identified and calibrated with company-specific assessments to provide valuable insights

cIQ methodology and results

Results

Cyber risk report
• The final report provides valuable insights into the company 

profile, the exposure and maturity scores

• Summarizing the results of the quantification, simulated cyber 

events are detailed in the report with the respective impact and 

probabilities 

Quantified top cyber risks
• A high-level overview of the top cyber risks is given, including an 

overall cyber score and risk metrics for business interruption, 

data breach, ransomware and financial theft & fraud scenarios

Insights in Infosec posture and simulation results
• Based on the company-specific information security posture, 

detailed recommendations for improvement are derived

• Simulation shows how cyber risk scores and metrics would 

change based on these recommendations 

Yearly assessments for measuring progress
• Leveraging the repeatable and standardized process, yearly 

assessments can be executed to track progress

• With a steadily growing database, model accuracy is being 

improved continuously

Methodology

Data on cyber risks costs

Munich Re’s extensive databases 
provide a basic model of different 

cyber threat scenarios, their impact 
probabilities and loss severity 

distributions

Exposure assessment

In order to customize the model, the 
company-specific exposure is 

adjusted based on the organization’s 
business and operating model and 

its financial and data profile

Risk quantification

In order to calculate the financial 
impact, exposure and defense data 

are correlated using 1m Monte Carlo 
simulations

Information security 
assessment

The cyber maturity profile is 
assessed by a questionnaire of 

weighted ISO 2700x controls and the 
model adjusted accordingly
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A cIQ quantification project typically takes 6 – 8 weeks, depending on availability of company data as well as subject 
matter experts to provide the basis for the calculation

Approximate project timeline

 1 week 0.5 weeks  1 week  1 week 2.5 weeks

Approximate project duration: 6 – 8 weeks

Active client involvement Deloitte internal cIQ activities

• Project ramp-up & org setup

• Scoping & business profiling

• Official project kick-off

Phase 0 –
Get started

Responsibilities

Collect client’s expectations

Scoping

• Overview on validation data

• Prepare data gathering 

Phase 1 –
Prepare & design

Responsibilities

Obtain understanding of 
client’s existing data sources

Organize client interviews to 
enhance data gathering

• Data gathering

• SME interviews

• Quantification

• Report

Phase 2 –
Create report

Responsibilities

Collection of existing client 
data via questionnaires 

Conduction of client 
interviews to assure valid 
input

Input of data into cIQ tool to 
perform the quantification

• Review & validate 

Phase 3 –
Validate report

Responsibilities

Validation of the report and 
results with Munich Re & 
Deloitte

• Final report 

• Presentation of results

Phase 4 –
Finalize & discuss

Responsibilities

Creation and distribution of 
the final report, pre-briefing 
of stakeholders

Presentation of final results to 
key stakeholders
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Due to stolen data, and hackers 
invading the system, the biggest 
manufacturing site in China 
cannot resume business as usual. 
Production stops for 6 months, 
non-compliance with contracts 
and costs to recover production 
are the consequences

As one of our financial loss metrics, the Worst Case Loss is the combination of extreme loss scenarios, in which almost all 
security measures fail

Your Cyber Risk | Exemplary Worst Case Loss

We model different types of risk. The Worst Case 
Loss is a scenario where we assume that almost 
all security measures would fail. 

Therefore, these risk metrics are mainly 
calculated on the basis of exposure criteria.

If you decide to conduct a business impact 
analysis with us, the main risk drivers for such 
extreme financial losses can be identified.

Of course, this is a highly unlikely event. Still, 
being aware of the potential havoc such an 
incidence might create is a matter of 
responsibility. And looking at recent events, 
preparing for such an incident is of ever-growing 
importance.

For the calculation of the overall Worst Case 
Loss, the respective worst case losses of the 
three consequence scenarios are cumulated.

1 800M €

Worst Case Loss

Incident that would result 
in a maximal foreseeable 
loss

1 500M 2 100M

900M €
850M 950M

Data Breach

600M €
580M 620M

Business 
Interruption

280M 320M

300M €

Financial Theft

Consequence Scenario1

As a result of stolen PCI/PHI 
data from the main customer 
database of US servers, 
confidential customer data and 
data on cost-intensive 
developments were published. 
Cost-intensive consequences 
arise, and costs spent on 
developing a new product line 
become obsolete

Because of a vulnerability, 
unnoticed transfers could be 
carried out to fake suppliers 
over a period of three years. 
The transferred money can no 
longer be reclaimed

1 Hypothetical examples
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As one of our financial loss metrics the Modelled Large Loss provides expected loss in relation to any specific probability, 
simulated over 1 000 000 years

Your Cyber Risk | Modelled Large Loss

In this example, taking into account similar industries and cyber incidents 
that we have observed and analyzed, we model the 1 in 200 years loss 
scenario*.

The expected value for all types of scenarios is calibrated to industry type 
and size, considering the loss and cost patterns of the industry classes.

The three most important consequence scenarios, Business Interruption, 
Data Breach, and Financial Theft are modelled individually and differently 
because frequency and severity of the three follow different patterns.

480M €
440M 520M

Data Breach
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310M €
290M 330M

Business 
Interruption
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 %

200M €
170M 230M

Financial Theft
P
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,5
 %
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1 000M €

Modelled Large 
Loss

Incident that would result 
as 1 in 200 years …

… or with a probability of 
0,5 %

… or 1 of 200 similar 
companies would be hit in 
one year

900M 1 100M

*…Adjusted based on industry
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Whereas the Modelled Large Loss includes all years of the Monte Carlo simulation, the Modelled Average Loss excludes 
years with significant losses

Your Cyber Risk | Modelled Average Loss

In order to ensure multiple meaningful measures of financial loss, we 
use the Modelled Average Loss in addition to the Modelled Large 
Loss.
In most companies' significant cyber losses do not occur every year. 
From the 1 million Monte Carlo simulations the Modelled Large Loss 
considers also simulations of years in which no or no significant loss is 
calculated. Also, for the calculation of the Average Loss all simulation 
years with highly significant losses are excluded. 

Therefore, the Average Loss provides an indication for the average 
loss if a loss occurs, in combination with the respective recurrence 
period. 

Example: “If a data breach event occurs, this will be on average every 
12 years and will cost an average loss amount of € 17 m.”

38M €

Modelled 
Average Loss

The return period results 
from the curves formed 
and differs between 
companies. It is based on 
the calculated average 
loss.

36M 40M

4 individual 

calculations
every 13 years

17M €
15M 19M

Data Breach

every 12 years

10M €
7M 13M

Business 
Interruption

every 9 years

8M €
3.5M 6.5M

Financial Theft

every 14 years
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Compare your score with one or multiple peer companies

Your Cyber Risk | Your Benchmark

Text

Looking at similar players in your environment, one player stands out 
as best, but most are not well positioned in terms of balancing 
information security against exposure. 

Of course, such benchmarking has its limitations. For professional 
strategic cyber risk management, risk scores are not the best steering 
mechanism. Therefore, our cIQ approach uses these scores as 
interim results for the ultimate financial metrics.

Information
Benchmarking is only possible with companies from which we 
have sufficient data in order to ensure a valid result.
Whether benchmarking is possible at the current time must be 
evaluated individually for a company/industry.

Your company

Leading company 2

Company 3

Company 1

Information Security MaturityHigh Low
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Your primary contacts

Marco Geiger
Manager
Cyber Risk Advisory

Mobile: : +43 664 80 537 3731

mageiger@deloitte.at

Deloitte Consulting GmbH

Renngasse 1/Freyung, 
1010 Vienna, Austria 
www.deloitte.at

Georg Schwondra
Partner
Cyber Risk Advisory

Mobile: +43 664 80 537 3760

gschwondra@deloitte.at

Deloitte Consulting GmbH

Renngasse 1/Freyung, 
1010 Vienna, Austria 
www.deloitte.at

Gerald Kattnig
Director
Cyber Risk Advisory

Mobile: +43 664 80 537 3762

gkattnig@deloitte.at

Deloitte Consulting GmbH

Renngasse 1/Freyung, 
1010 Vienna, Austria 
www.deloitte.at
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