
Vorbeugen statt heilen –
wie neuronale Netze
Unternehmen sicherer machen



Private and confidential 

Generative AI is transforming the world

RISK 
EXPOSURE
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What is generative AI?

Generative AI refers to deep-learning 
models that can generate high-quality 
text, images, and other content based 
on the data they were trained on. 

At a high level, generative models 
encode simplified representation of 
their training data and draw from it to 
create a new work that’s similar, but 
not identical, to the original data. 

IBM Research 20 Apr. 2023
What is generative AI?

“

”



Private and confidential 

75% of CEOs acknowledge advanced generative 
AI as the gateway to success – IBM Study 2023
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The Dark Side of Generative AI
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Generative AI – the next tactical Cyber 
Weapon
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EXPOSURE
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Will Arnold come back?

RISK 
EXPOSURE

No – but Ransomware is the Terminator for 
business
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BSI Lagebericht November 2023
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Wie verteilt sich Ransomware im
Unternehmen

RISK 
EXPOSURE

• Bösartige E-Mail
• Ausgenutze (Software) 

Schwachstellen 
• Kompromitierete 

Zugangsdaten
• Externe File Uploads
• Storage Files
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Wer greift uns überhaupt an?

RISK 
EXPOSURE



Deep Learning
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A C C U R A C Y

M O D E L
R E S I L I E N C E

D A T A

U N K N O W N
T H R E A T S

A U T O N O M O U S
&  I N T U I T I V E

K N O W N
T H R E A T S

Say Hello to Predictive Prevention 
Powered by Deep Learning 

<0.1%
False

positive rate

<20ms
Prevention

>99%
Prevention 
Accuracy of 

unknown threats
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Deep Learning Vs. Machine Learning

Less than 2% 
of available data

Feature engineering / 
Domain expert

Limited files types 
covered (PE)

100% of 
available raw data

Autonomous,
intuitive & automated

Instantaneous support
of new file types

Accuracy of 
unknown threats

50-70%

Accuracy of
unknown threats

>99%

False 
positives

False 
positives

1-2%

<0.1%

Machine 
Learning

Deep 
Learning



Private and confidential 

Powered by Deep Learning

Custom/Web
Applications

A P P L I C AT I O N S S T O R A G E E N D P O I N T S

Predictive Prevention

Deep Instinct Predictive Prevention Platform

SaaS Cloud Storage Backup & Recovery Storage Endpoints
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Unmatched Efficacy Powered by Deep Learning 

Scanned 726 726 867 867 649 649

Prevented 725 466 867 541 642 574

Missed 1 260 0 326 7 75

Efficacy 99.8% 64.1% 100% 62.4% 99% 88.4%

Competitor

#1

Competitor

# 2

Competitor

# 3
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Deep Instinct: A Business Overview

Founded 

in 2015

Headquartered in 

NYC and TLV. Offices 

in London and Tokyo

Deep Learning 

Framework Protected 

by 5 Granted Patents

Industry 
Recognition

Global Customer Base/+3300 End Customers

Strategic and 
Financial Investors

Endpoint 
Protection

Endpoint 
Detection

Ranked by Forbes 
among the “Top 
13 Companies 
that uses Deep 
Learning in the 

World” 



Vielen Dank für Ihre
Aufmerksamkeit

Sebastian Bach, M.Sc.
Regional Sales Manager

Sebastian.Bach@deepinstinct.com
+49 163 7875 114

mailto:Sebastian.Bach@deepinstinct.com
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