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GEN-AI 
DEMYSTIFIED

AI FOR SECOPS USING AI 
RESPONSIBLY

ATTACKERS 
USING AI

Seperating hype from reality



Generative AI Demystified:
Building a GPT-based Assistant
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Grounding & Retrieval-Augmented Generation
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Step 1: Grounding

Who won the World Cup 1998?

User Prompt System Prompt

GPT

The 1998 FIFA World Cup, which was held in 
France, was won by the French national football 

team. They defeated Brazil 3-0 in the final to 
secure their first World Cup title.

Who won the World Cup 2022?

As of my last training data in September 2021, the winner 
of the 2022 FIFA World Cup had not been determined. 
The tournament is scheduled to take place in Qatar in 

November and December 2022. You would need to check 
the most recent sources or the official FIFA website to 

find out the winner.

The tournament was won by host country France, who beat defending champions Brazil 3–0 
in the final. France won their first title, becoming the seventh nation to win a World Cup, and 
the sixth (after Uruguay, Italy, England, West Germany and Argentina) to win the world cup 
on on home soil. As of 2022, they are most recent team to win the tournament on home 
soil. Croatia, Jamaica, Japan and South Africa made their first appearances in the finals.

Argentina won the 2022 FIFA World Cup. They 
were crowned the champions after winning the 
final against France 4–2 on penalties following a 

3–3 draw after extra time.

How do we find the system prompt?



Grounding & Retrieval-Augmented Generation
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Step 2: Retrieval-Augmented Generation with Semantic Search

Who won the World Cup 1998?

User Prompt System Prompt

GPT

The 1998 FIFA World Cup, which was held in 
France, was won by the French national football 

team. They defeated Brazil 3-0 in the final to 
secure their first World Cup title.

The tournament was won by host country France, who beat defending champions Brazil 3–0 
in the final. France won their first title, becoming the seventh nation to win a World Cup, and 
the sixth (after Uruguay, Italy, England, West Germany and Argentina) to win the world cup 
on on home soil. As of 2022, they are most recent team to win the tournament on home 
soil. Croatia, Jamaica, Japan and South Africa made their first appearances in the finals.

VectorDB
Embedding 

function
Index

Similarity Search



Building a GPT-based Assistant
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Step 3: Agents

GPT

Knowledge 
Base

Query 
Library

Config

Usage 
Data

Incident 
Data

Security 
Recomm.

…

Plan

User+System Prompt
Agent

User Prompt

Completion



AI for SecOps:
Beyond Threat Detection
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Improve Productivity and Collaboration – With Streamlined Natural Language Workflows

GPT-Powered Chat InterfaceSummarizing Security Incidents Filtering Rules Recommendation

Supercharging the Defenders
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Modeling the structural and operational context of the environment you defend

Identifying Critical Assets
for better protection & response

Scoring Security Incidents
for better response

Understand what you defend
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Modeling the activity and behavior of SOC Analysts to build and validate automations

Identifying efficient & effective
response patterns for faster response

Supercharging the Defenders



Using AI Responsibly
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Bias and
Discrimination

Insecure Code 
Generation

Enterprise, 
SaaS, and 3rd party 

Security

Threat Actor 
Evolution

AI Behavioral 
Vulnerabilities

Copyright and 
Ownership

Trust and 
Reputation

Data privacy 
concerns

AI is introducing numerous risks and challenges



Risk Framework
Identify relevant risks and their impacts to your 
enterprise

Policy & Governance
Establish organizational policies on who and how
can use these tools in a manner that mitigates the 
risks to acceptable levels

AI provider selection

Ethical AI
Create an ethical framework that guides the 
development and deployment of AI

Training & Best practices
Build organizational awareness by educating and 
upskilling employees around AI

Overcoming AI challenges

Choose appropriate AI providers depending on the 
security and policy customization offered to clients, 
such as opt-out and data retention



Attackers using AI
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AI- and generative AI-enabled attacks
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AI-Powered 
Attackers

Prompt 

Injection 

Attacks

Poisoning 
Attacks

Credential

Stuffing 

Attacks

DDoS Attacks
AI-generated

Malware

Social-

Engineering 

Attacks

Deepfake 
Attacks



Future of AI



Thank you!

Learn more about Ontinue
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